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KOHKYPCHA TOKYMEHTAIINJA
3A JABHY HABABKY TOBPA —- CUCTEM 3A 3AIUITUTY
AIVNIMKATUBHHUX CEPBEPA 1 BA3A IIOJJATAKA "
YCIIOCTAB/BAILE CUCTEMA AIITUTE INTPU UHTETPAIIUJAMA
CA EKCTEPHUM CUCTEMHUMA

Y Beorpany, nana 27. anpuna 2017. roaude




[AWPEKTOPAT
LIABMNHOP
BAZOYXCOMNOBCTBA

PEMNYGNWKE CPBEUIE

Ha ocHoBy uwiana 61. 3akoHa o jaBHum HaOaBkama (,,Ciyxbenu riacuuk PCY, 6p.
124/12, 14/15 u 68/15) u unana 2. IlpaBunHuka 0 00aBE3HHWM ENEMEHTHMAa KOHKYPCHE
JIOKYMEHTaIldje Y TIOCTYIMMA jaBHHX Ha0aBKH M HAYMHY JIOKa3HBamba HCITYHEHOCTH YCI0Ba
(,,Cnyx6enn rnacauk PC*, 6poj 86/15), a y Be3u ca OUTyKOM O IIOKpETamy IOCTYIIKA jaBHE
HabaBke moOpa — cHCTeM 3a 3alUTUTY AalUIMKaTMBHMX cepBepa M 0a3a mojaraka u
YCIIOCTABJbALE CUCTEMA 3alITHTE IPU HHTETpallijamMa ca eKCTepHUM cuctemuma (6poj: 8/8-02-
0009/2016-0002 ox 22. hebpyapa 2017. ronune) u Pememem o o6pazoBamy Komucuje 3a jasHy
HabaBky J00pa — CHCTEM 3a 3alITHTY AalUIMKaTHBHHUX cepBepa u 0a3a mojaraka u
YCIOCTaBIbahe CHCTEMA 3aITUTE IPH UHTETpallijama ca eKCTepHEM cucteMuma (6poj: 8/8-02-
0009/2016-0003 ox 22. pedpyapa 2017. roaune),

Kowmucuja 3a jaBHy HabaBKy /100pa — CHCTEM 3a 3aINTHTY alIMKATUBHUX cepBepa M Oasa
[oJaTaka H yCIIOCTaBJbarhe CHCTEMA 3alITHTE [IPU MHTErpanujaMa ca eKCTEPHUM CHCTEMHMA
objaBibyje

KOHKYPCHY JOKYMEHTAIINJY
3a jaBHY Ha0aBKY A00pa — clcTeM 3a 3aMITHTY aIUIMKATHBHMX cepBepa u 6a3a moaaraka
H YCNOCTaB/bakhe CHCTeMa 3aITHTE NPH HHTerpanfjaMa ca eKCTEPHUM CHCTEMHMA

Penan Gpoj JH 4/2017

Konkypcua noxymenTanuja caapxu:
1. Tlo3uB 3a mogHOIIEHE MOHY 1A
2.  Omnumty noxanu o HabaBIH
3. [Tlomamu o npenMery jaBHe HabaBke
4. Vcnoeu 3a yuemhe y NOCTYNKY jaBHE HaOaBKe M YIIYTCTBA 3a JOKA3UBAHE THX
ycloBa
VYnyrcTBo noHyhaunma Kako Ja caudHe NOHYIy
O6pazar nonyne
O6pasan - nogany o noxnyhady/uma u mogussohauy/uma:
7.1. momanu o monyhavy kana HacTymma caMOCTaJIHO HIIM Ca Mojiu3BohaueM
7.2. mopanu o monyhaunma Kaja HacTynajy y 3ajeAHUYKOj OHYIH
7.3. momanu o moausBohady/uma
OG6pasan u3jaBe 0 TPOIIKOBHMA IPHIIPEME MOHY/IE
OG6pa3air u3jaBe 0 HE3aBHCHO] IOHY I
10. OGpasar usjase o nomrosamy obaBe3a Koje IIPOM3MIIA3e U3 Bakehux mpomuca u y
Be3M ca 3abpaHoM 00aBbamba JIE€TaTHOCTH
11. Osnamheme npeacTaBHAKa MoHyhaya
12. O6pazan usjase o puHaHcHjckoM 06e36ehemy
13. Monen yrosopa
14. Texnuuka cnenudukanyja, TeXHUYKE KAPAKTEPUCTHUKE U 3aXTEBU
15. O6pazan cTpyKType LeHe
16. O6pasar mozmena 6aHKapcKe rapaHiyje 3a 030HBHOCT OHY/IE
17. OG6pasan Mozenna 6aHKapcke rapaHiyje 3a JoOpo U3BPLIEH:E HoCTa

Novw

o0
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1. TIO3UB 3A IIOJHOIIEBE INIOHYAE Y IIOCTYIIKY JABHE HABABKE

Ha ocuoBy wmana 32. 3akoHa o jaBHuM HabaBkama (,,CinyxOenu rmacumk PC, 6p.
124/12, 14/15 n 68/15) u IlpaBunnuka o 06aBe3HHM €IEMEHTHMa KOHKYPCHE JOKyMEHTaIuje
y MOCTYNIEMa jaBHUX HabGaBKM M HA4YMHY JOKa3MBama MCIyHeHOCcTH ycioBa (,Ciyxbenn
rimacauk PC*, 6poj 86/15),

JlupexTopaT IUBHIHOT BasayxoiuioscTsa Penmy6ianke Cpbuje objaBipyje

I1O3UB
3A MMIOJHOIIEHE MMOHYJE VY IIOCTYIIKY JABHE HABABKE TOBPA -
CUCTEM 3A SAIITUTY AIIVIMKATUBHUX CEPBEPA 11 BA3A TTOJIATAKA M1
YCIIOCTABJBAIBE CUCTEMA 3AIITHUTE IIPU UHTEI'PAITUJAMA CA
EKCTEPHUM CUCTEMHUMA
1. lIpeqmer HabaBke
[Ipenmer HabaBKe je jaBHa HabaBKa 100pa — CHCTEM 3a 3aIITHTY AILTMKATHBHUX CEpBEpa
u 0a3a mojaTaka M YCIIOCTAaBJbAK€ CHCTEMA 3AIUTHUTE IIPH MHTErpamujaMa ca eKCTEPHHM
cucremuma. Ilpenmer HaGaBke Ommke je oapehen y gmeny . Texnwuka crnenudukanuja,
TeXHHUYKE KapaKTePUCTHUKE U 3aXTEBU " KOHKYPCHE JOKyMEHTaIlH]e.
Osnaka u3 omnmrer peunuka Habaske 30236200.
Kputepujym 3a u360p HajnoBosbHHjer moHyhada NpeMeTHe jaBHEe HAOaBKe je HajHIKA
nonylhena meHa.

2. IlogHomeme NoHyAa

[Toryze ce momHOCE Ha anapecy HapyuHoLa - lupekTopaT HIHBHJIHOT BAa3AyXOILI0BCTBA
Peny6anke Cpouje, yia. Ckagapeka 6p. 23 n 23/1, 11000 Beorpan, ca Hanomenowm ,,[Tonyna
3a jaBHy HabaBKy [00pa — CHCTEM 3a 3alUTHTY AIUTMKaTHBHUX cepBepa W 6aza mojaTaka u
YCIIOCTaB/bake CHCTEMA 3ALITHTE NIPH MHTErpalyjaMa ca eKCTEpHEM CHCTeMUMa, PenHu 6poj
4/2017 — HE OTBAPATH". Ha nonehunu xoBepTe 00aBE3HO YHTKO YIIHCATH HA3UB U aIpecy
nonyhada.

Pok 3a mogHomeme monyaa je 29. maj 2017. ronune xo 10 wacosa. Ilonyne koje
CTHIHY TI0CJIe HaBeIeHOT poka cmatpahe ce HeGnarospemennm. Hebnaroppemene nonyne ce
Hehie OTBapaTi U N0 OKOHYakY MOCTYIKa oOTBapama Ouhe Bpahere monyhauy ys mospaTamy,
ca Ha3HAaKOM Jia je MCTa ITOJHETa HeOIaroBpeMeHo.

3. OrBapame noHyaa

JaBHO OTBapame OnaroBpeMeHO NpPHCTHINMX INOHyAa obasuhe ce y mpocropujama
Hapy4uoua, y beorpany, yi. Ckamgapcka Op. 23 u 23/1, oqMax mo HCTEKy poKa 3a HOJHOIIEHEe
noHyZa, oqHOCHO 29. maja 2017. roguae y 10:30 gacosa.

OtBaparby MOHy/ia MOT'Y IPHCYCTBOBATH IIPEICTABHUIIM NOHYhaya ca ypeHUM MHUCAHUM
opnamhewem 3a ydemhe y HOCTYNKy OTBapama, KOje MOJHOCE KOMHCHjH 3a IpPEIMETHY
HabaBKy Ipe NOYeTKa jaBHOT 0TBapabha.

4. H360p HajnoBo/bHMjE MOHY/E H 3aK/byYeH€ YroBopa

OxBHpHM POK 3a JOHOLIEH:E OJUTYKE 0 H300py HajoBOJbHH]e moHye je 10 naHa ox nana
OTBapama IOHyJa. YTOBOp ca HajIoOBOJbHUJUM NoHyhadyem he ce 3aK/by4MTH HAKOH HCTEKa
pOKa 3a 3alITUTY IpaBa onyhaua.

S. HauuH npey3uMama KOHKYPCHe JOKyMeHTAalMje, OJHOCHO HHTePHeT aapeca Iie
j€ KOHKYpCHA JOKYMEHTAIHja A0CTyIHA:
- Ha noprany jaBaux Habaeku (http:/portal.ujn.gov.rs/)
- Ha unrepner crpanuim Hapyunona (http://www.cad.gov.rs/iavnenabavke.php)

KonTakT ocoba: XKukuh Munom (nabavke@cad.gov.rs)
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2. OIIITHU NOJAIIHU O JABHOJ HABABIIK

1. TMogaum 0 HAPY4HOLY
JlupexTopat IMBUIHOT Ba3ayxomnoscTea Pemy6make Cpouje
Anpeca: yn. Ckanapcka 6p. 23 u 23/1, 11000 beorpan
HHTepHeT cTpaHuiia Hapydrona: www.cad.gov.rs

2. Bpcra mocTynka jaBHe Ha0aBKe:
OTBOpeHH NMOCTYNaK

3. Ilpeamer jaBHe Ha0aBKke
JaBHa HabaBKa 100pa — CHCTEM 3a 3aIITUTY AIUIMKAaTHBHUX cepBepa u 0a3a mojaraka u
yCIOCTaB/bamke CHCTEMA 3alITHTE IIPH HHTETpaliijamMa ca eKCTEPHIM CHCTEMUMA
[MocTymak ce Boau pajiu 3aKibydema yropopa

4. Kourakr ocoda
Musom XXukuh (nabavke(@cad.gov.rs)

3. NNOJAIIMA O ITPEIMETY JABHE HABABKE

IIpenmer jaBre nabaBke nox peaaum 6pojem 4/2017 je jaBHa HabaBKa KoOpa — cucTeM 3a
3alITUTY AIUIMKATUBHUX CcepBepa M 0a3a 1ojaTaka M yCIIOCTaBJ/bAhe CHCTEMA 3alITHTE TPH
HHTeTpalyjamMa ca eKCTepHAM CHCTEMAMA.

O3naka u3 onuter peyHuka Habaske je 30236200.

4. YCJOBHU 3A YYEIIRE V¥V IOCTYIIKY JABHE HABABKE U YIIYTCTBO
KAKO CE JOKA3YJE HCITYIbEHOCT THX YCJIOBA

1) O6aBesnu ycioBu 3a monyhaua nponmcann unanom 75. 3akoHa o jaBHHM
Ha0aBKkama M TO:
a) Jla je perucTpoBaH KOA HAIVIEXHOT OpraHa, OJHOCHO YIIHCaH y OArobapajyhu
perucrap;
Moxa3s: M3B0x O perucrpanuju M3iar of CTpaHe ATEHIMje 3a NPUBPEIHE PErHCTpe,
OJIHOCHO M3BOJI 3 peructpa HaanexHor [IpuBpensor cyaa.

6) [la oH ¥ HErOB 3aKOHCKH 3aCTYIHHK HHje OCyhHBaH 3a HEKO O] KpHBHYHUX JeNa
Ka0 4aH OpraHM3oBaHe KpPHMWHAJHE Ipyne, Ja Huje ocyhuBaH 3a KpHBHYHA jeNia IPOTHB
IpUBpE/ie, KPUBUYHA JI€Na IIPOTHUB XKUBOTHE CPeUHE, KPUBUYHO JIENIO TIPHMakha WITH aBama
MHTAa, KpUBHYHO JIEJIO MpeBape;
Joka3s: 3a KpuBUYHA JeNa MPOTUB IIPUBPENE, IIPOTHB XUBOTHE CPEIMHE, KPHBHIHO
AeJI0 NpUMak-a HiIK aBarba MHTa, KpHBHYHO Jieno npesape — YBEPEILE OCHOBHOI CYJIA
Koje obyxBara U NOJATKe U3 Ka3HEHe €BHICHIMje 3a KPUMBHYHA JIefIa KOja Cy Y HAICKHOCTH
PEIOBHOI KPHBHYHOI Ofe/bera Bumier cyna, na umjem je moapydjy cemmmrte Ilomyhaua.
ITOCEBHA HAIIOMEHA: VYkonuko yBepeme OCHOBHOT Cyla He o0yXBaTa MOJATKE M3
Ka3HeHe BU/ACHIM]E 3a KPHBHYHA JI€]1a KOja CY Y HaIUIEXKHOCTH PEJOBHOT KDUBHYHOT OJIE/beHa
Bumer cyza, morpe6GHo je mopen yBeperma OCHOBHOT Cyza JOCTaBHTH U yBepeme Bumer cyza
Ha 4ujeM noapydjy je cemmurre Ionyhaya 3a xpuBUYHA Aena NPOTUB MPUBpEEe H KPUBAYHO
Neno mpuMama MHTa. 3a Jena opraHu3oBaHor KpumuHana — YBEPEILE TTOCEBHOI
OIEJBEIbA (3A OPTAHM30BAHU KPUMHWHAJI) BUILIEL CYIA V BEOTPALY 3a
Ioryhaya (npasuo ymuue). JIOKA3 HE MOXXE BUTU CTAPWUIU O]l IBA MECELIA [1PE
OTBAPAIA ITOHVYJIA.
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B) [la je u3MHpHO JocIene mopese, JONPUHOCE U Apyre jaBHe AaxOHHE y CKIaay ca
nponucuMa PenyGnuke Cpbuje Him cTpaHe ApikaBe ako HMa CEAHIITE Ha FeHO] TEPUTOPH]H.
Joka3: YBepewe Ilopecke ynpase MunmcTapcTBa (HMHAHCHja M TIpHUBpene Ja je
M3MHPHO JOCHelNe Iope3e M AOMPHHOCE, OJHOCHO Jia jeé OCTBapHO IPaBO HA MHPOBaMLE
IOPECKOT [Iyra y CKIaay ca 3aKOHOM O YCIOBHOM OTIHCY Kamara i MHPOBaY IIOPECKOr Iyra
(,,Cnyx6enu rmacauk PC", 6p. 119/12) u YBepeme HaliexHe JOKaIHE CaAMOYIIpaBe Ja je
M3MHUpHO 00aBe3e M0 OCHOBY H3BOPHUX JIOKATHHUX jaBHUX npuxoaa. JIOKA3 HE MOXE BUTH
CTAPUIN O IBA MECELA ITPE OTBAPABA ITOHYJIA.

2) lomatHu ycnoBM 3a moHyhaua mpommcan 4. 76. craB 2. 3aKkoHa O jaBHHM
HabaBKaMa M TO:

- MOCJIOBHHU KalalHuTeT:

a) Ja moHyhay WMa MapTHEPCKH CTaTyc ca NMpou3BohayeM OCTBApEH Ha JIOKATHOM
HHBOY 3a NoHyhena pemema (Pemierme 3a 3amrurty 6asza nonaraka, Pemere 3a 3amruty Web
arukanuja, CucTeM 3a MHTErpalujy U KOpeNalHjy JIOroBa ca JICTeKIHjOM MPETHH);

Joxa3: [loTBpaa craryca u3jara oJ CTpaHe IpoK3Bohaya MK JIOKaIHe KaHLenapuje
npousBohaua

0) ma monyhau uma oxrosapajyhly KOMIETEHIly, CTEUEHY Ha JIOKAJHOM HHBOY, Koja
notBphyje cTpy4HO 3Hame y Security obnactu 3a cieneha pemersa - CucTeM 3a HHTETpaIyjy 1
KOpenalujy JIorosa ca AeTeKI1joM NpeTkhH U Pernerse 3a 3amTuTy 6a3a nojaraxa;

Jloxas: Ilotepma wm3mata on cTpame npousBohaya WM JIOKalIHE KaHIENapHje
npousBohada codreepa.

- KaJ]POBCKH KararuTeT:

a) Hajmame jemno (1) pagHo aHraxoBaHO JHIE CEPTUGUKOBAHO O] CTpaHe
npou3Bohaya 3a MoHyheHa peniema;

Hoxa3: Konmja BanmaHux cepTudMKara 3a pajHO aHTAXKOBAHO IHLE/JIUIA HIH
NOTBp/ia IpousBohaya nonyheHux pemema ca TAYHO HABEICHAM MMEHWMa CEpPTH(PUKOBAHHX
uHKemepa nonyhada. Komuja M3 A obpacua (ako je JmIie 3amociieHo), KOIHjy YroBopa o Jeiy
(axo je mHIle aHTaKOBAHO) HJIM KOIHjy YTOBOPa O IPHBPEMEHO M IMIOBPEMEHHMM NOCITIOBHMA H
CIL

6) Hajmame 1 (jeaHo) pagHO aHraxkoBaHo yuIe koje nocenyje Certified Ethical Hacker
ceptudukar;

Jokas: Konuja Bamuasux ceptudukara 3a paHO aHIaXKOBAHO JIULE/IALA K TOTBpPIA
npoussohaya NoHyheHNX pelerha ca TAYHO HaBEIEHMM HMEHMMA CEPTU(PUKOBAHUX HHKEbepa
nonyhaya. Komuja M3A obpacua (ako je juiie 3amocieHo), Komujy yroBopa o geiy (ako je
JIAIIE aHraKOBAHO) UM KOIIM]Y YrOBOpPa O IIPUBPEMEHO M MIOBPEMEHMM II0CIOBHMA H CII.

B) Hajmame 1 (jeZIHO) 3amOCIIEHO WIIM PajHO aHTaXKOBaHO JHIE Koje nocexyje OSCP
(Offensive Security Certified Professional) cepruduxar;

Hoxa3s: Konuja Banmuanux cepruduKara 3a paJHO aHTaKOBAHO JIALE/TALA WK TTOTBPAA
npousBohaya nonyhenux peersa ca TaqHo HaBeJICHUM UMEHHMA CePTHHHKOBAHAX HHKEHEpa
nonyhaya. Konuja M3A obpacna (ako je nule 3anocieHo), KOIHjy yroBopa o Jeily (ako je
JIALIE aHraKOBAaHO) MM KOIH]Y YrOBOpPa O IIPUBPEMEHO U MIOBPEMEHHM IIOCTOBHMA H CII.

r) HajmMamse 1 (jeHo) 3anocne o Wik pajgHo aHTKOBAHO JIHIE Koje rmoceayje ISO 27001
implementer ceprudukar;

Hoxkas: Konuja Banuanux cepTuduxara 3a paJJHO aHTaXOBAHO JIMLE/THIA WK TOTBPA
Mpou3Bohaya NOHYhEHNX pellersa ca Ta9HO HAaBEICHUM HMEHUMA CepTHOHUKOBAHAX HHKEHEpa
nonyhaya. Konuja M3A obpacua (ako je nuie 3amocieHo), KOolujy yroBopa o geny (ako je
JIMIE aHTa)KOBAHO) HMJIM KOIIK)y YyTrOBOpa O MPUBPEMEHO U MOBPEMEHMM IIOCJIOBHMA | CII.

- TEeXHHYKH KalaluTeT:

a) na nonyhau noceayje cepruduxare ISO 9001:2015, ISO 27001 u ISO 20000.
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JTokas: Kommja Baxehux ceprudukara wu3gaTéX O CTpaHe aKPEAUTOBAHMX
cepTuGHKAHOHUX TENA.

3) YcaoBH Koje Mopa a ucnyHH noamssohau:
[Mogu3Bohjay Mopa ma HCIyHH cBe 00aBe3He yclOBe HaBedeHe 3a moHyhaua, a monartHe
ycioBe 3a yyeiuhe y MOCTYIKY jaBHE HaOaBKe HE MOpa J1a UCILyHh-aBa.

4) YcaoBH Koje MOpa 1a HCIYHH cBaKH o/ moHyha4a u3 rpyne monyhauya:
Caaku oz nonyhava u3 rpyre nonyhaua Mmopa 12 UCIIyHH CBe 00aBe3HE YCIIOBE HABEICHE
y wiany 75. 3akoHa o jaBHUM HabaBKkama, a 10/IaTHE YCJIOBE J1a HCIYHbaBajy 3ajeIHo.

Jlokasu 3a UCIYH-EHOCT 00aBE3HUX M JOJATHHUX YCIIOBA Ce MPUJIAXY Y3 TIOHYAY.

Ilonyhauy HHje mMykaH Ja JOCTaBJba HAa YBHJ JOKa3ze KOJH Cy jaBHO JOCTYNHH Ha
HHTEPHET CTpaHUIlaMa Ha UIS)KHAX OpraHa.

O6pacuu u3 KOHKypcHE JOKYMEHTaluje Mopajy OWTH NOTIHCaHH O CTpaHe
osnamtheHor nura.

VYxomuko je monyhau ynucas y perucrap nonyhada, Huje o6aBesaH fa JOCTaBba J0Ka3e
3a 0bOaBe3He yCIIOBE NMpOMUcaHe YiaHoM 75. 3aKoHa O jaBHUM HaOaBKama.

5. YIIYTCTBO TIOHYBAYNMA KAKO JA CAYUMHE ITIOHY Y
1) Je3ux monyxe

Ilonyna u ocrana I0OKyMeHTalHja Koja ce OAHOCH Ha TIOHYly MOpajy OUTH Ha CPIICKOM
JE3HKy.

2) 3axTeBH y Be3H €a ca4HIaBamkeM MOHyae

[lonyhau noanocu moHyay y 3aTBOpEHOj KOBEPTH WIIH KYTHjH, OBEPEHY II€YaTOM, Ha
HauMH Jla Ce NPUIMKOM OTBapama IOHyJIa MOXe ca CHI'ypHOIINy yTBpMTH 1@ ce TpPBM IyT
UCTa OTBapa.

[lonyna mopa 6utH nata Ha obpaciuMa U3 KOHKYPCHE JOKyMEHTAIH]e.

Cse u3jaBe, 0Opaciy U IPUJIO3M KOjH Cy CACTAaBHHM JI€0 MIOHY/Ie MOPajy OUTH ITOIYE-CHH,
HOTIMCAHU M OBEPEHH IIeYaToM O] CTpaHe nmoHyhaua.

Yxonuko monyhad HacTynma camoCTalHO WM ca noM mnonyhaua (3ejennuuka
OHYJIa), OHyhay, OAHOCHO oBNaMheny NPEACTaBHUK TPyTIe OHyhaya nonymwasa, noTnucyje
1 oBepaBa cnenehe obpaciie:

a) OoOpazar nonyze,

6) Obpasany - mojgamu o noHyhauy kaga HacTyma CcamMOCTANIHO WM  ca
nou3BohavemM/uma, Wik Nojany o noHyhady xaja HacTyna y 3ajeHUYKO] HOHYIH;

B) O6pasan u3jaBe 0 TPOLIKOBHMA NpHIIpEMe TOHYJe (HAalOMEHa: OBa M3jaBa HHje
obaBe3Ha);

r) O6pasan u3jaBe O HE3aBHCHO] TOHYNM (HANOMEHA: YKOJNMKO HACTyNa Tpyma
moHyhaya — cBaku moHyhau m3 rpyme nomylhaua momyrmasa, NOTIHCYje W OBepaBa OB3j
obpa3ar);

n) OGpasan usjase o momroBamy obaBe3a Koje Mpousmiase u3 paxehux mpommca o
3alITHTH Ha pajy, 3aMoll/baBatby U YCIOBHMA pajia, 3aINTUTH JKHBOTHE CPEIMHE U Y BE3W ca
3abpaHOM 0OaBJbara JENATHOCTH (HalOMeHa: YKOJMKO HAcTyna rpyna noHyhaua — cBaku
noHyhay u3 rpyne nonyhaya nomymasa, HOTIHCYje U OBepaBa 0Baj obpasar);

h) O6pasan usjase o punancujckom 06e36ehemy;

e) Mogen yrosopa,
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k) OOpazall CTpYKType LiEHE;
3) OGpasan moaena GaHkapcke rapasiyje 3a 030MBHOCT OHYIE;
u) O6pa3san Mozena 6aHKapcke rapaHiyje 3a 100po U3BPIICHE MOCHa.

Yxonuko noHyhad HacTynma ca mojausBohayem, moHyhad momymaBa, NOTHUCYje H

oBepaBa nedarom cieziehe obpaciie:

a) O6pazal nouyze;

6) OOpasan - mnomamu o mnoHyhauy Kaga HacTynma caMOCTaIHO MM ca
noAu3BohaveM/uma;

B) O6pa3zan - moganu o moau3Bohauy/uma;

r) O6pasam u3jaBe 0 TPOIIKOBHMA IpUNIpeMe MOHyAe (HaloMeHa: OBa H3jaBa HHje
obaBe3Ha);

n) O6pasan u3jaBe 0 HE3ABUCHO] TIOHY/IH;

h) O6pazan u3jaBe 0 NMOIITOBamkY 00aBe3a Koje MPOU3UIa3e M3 BaXKehux mpomuca o
3aIITHTH Ha pajy, 3alolbaBamby U YCIOBMMA pajia, 3aliTHTH XUBOTHE CPEIMHE M Y BE3H Ca
3abpanom obaBibarba IeIaTHOCTH,

e) Oo6pasan u3jaBe o puHaHCHjCKOM 00e30ehemy;

X) Mogen yroBopa;

3) O6pa3sal CTpyKType IeHe;

u) O6pa3an Moxena 6aHKapcke rapaniyje 3a 030M/bHOCT MIOHYIE;

j) Ob6pazan monena 6aHKapcke rapaHiyje 3a J00po U3BpIIEHE MOCIA.

3) MMapTuje

IIpenmerna HabaBka Huje 00IMKOBaHa y BUIIIE HMapTHja-IleliHa, Tako aa he ce HakoH
OKOHYAHOT MOCTYIIKA 3aKJbY4HUTH jeIaH yrOBOP.

4) Ilonyae ca BapujaHnTama
[Nonyne ca BapujaHTaMa HHCY JO3BOJbEHE.
5) HauuH H3MeHe, 0IyHe U OIO3HBA MOHYXE

Y cknany ca ynanom 87. ctaB 6. 3akona o jaBHMM HabaBKaMma, moHyhay MOXe y poKy
3a MOHOIIEHE NIOHY/IE /1a U3MEHH, JONYHH HIIH OIO30B€ CBOjy MOHYAY. M3MeHa, 0nyHa WK
TMOB/AYeHe TMOHYE j€ MyHOBAXHO aKo j€ HapyduiIal IPUMHO H3MEHY, JONYHY WM OIIO3UB
TIOHY/Ie TIpe UCTEKa POKa 3a IOJHOIIEHE OHY/a. Vi3MeHa, TOIyHa U OO3UB MOHY/IE BPLIU Ce
Ha HaYMH Ha KOjU Ce W nojHocu nonyna. [Tonyhay je y obaBesu ia TadHo Harmacu Koju meo
MIOHYJIE MEHa.

ITo HCTCKY pOKa 3a INIOJHOIICHE ITOHYJAA, IIOHYJa CE HC MOXE MEHATH, AOTMyHBaBaTu
HHTH OITO3BATH.

6) YuecTBoBam:€ y 3ajeJHHYKO]j MOHY/AH H/IA Ka0 nNoau3sohau

Y ckmany ca wiaHom 87. craB 4. 3akoHa 0 jaBHHM HabaBKkama, noHyhau koju je
CaMOCTaJTHO TIOIHEO MOHY/y HE MOXE HCTOBPEMEHO JIa y4ECTBYje Y 3ajeIHMYKO] OHY/IH HITH
Kao noaussohay, HUTH 1a ydecTBYyje y BHINE 3ajeTHHYKUX MOHY/IA.

7) llonyaa ca moausBohauem

[Tonyhau je nyxaH 1a, ykonuko HaMepasa Jia H3Bolere HabaBKe NoBepH Moau3Bohawdy,
y HOHyIH HaBeJe Ja jii he u3BpiIewme HabaBKe NETMMHYHO TOBEPHTH NMoxM3Bohady, Ha3HB
no/3Bohaya, IPOLEHAT YKyIIHE BPEHOCTH HabaBKe Koju hie moBepuTy nogussohauy, a koju
He Moxe Outu Behm ox 50% kao u neo mpeamera HabaBKe Koju fie M3BpUIMTH mHpeko
noau3Bohaya.
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LUsunHOr
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PENYBENWKE CPEWMIE

INoryhau y mOTIYHOCTH OArOBapa Hapy4dHoOIly 3a H3BpLICHE yroBopeHe HabaBke, Oe3
003upa Ha 6poj moaussohaya.

[Tonyhau MOXe aHraXoBaTH Kao MoAu3Bohaua jiuIe Koje HUje HaBeo y TIOHYH, aKo je
Ha CTPaHH 110/in3Bohava HaKOH MOJHOIIEHa OHY/ i€ HacTala TpajHHja HecllocoOHOCT maharba,
aKo TO JIMIE UCIIYE-aBa CBe ycJioBe ozpeljeHe 3a moausBohadya U YKOIMKO H0OH]e MPETXOMHY
carfiacHOCT Hapy4HoLa.

[Tonyhau koju HacTyma ca Hoau3BohaueM Mopa CaMOCTAIHO HCIIYHUTH OOaBe3He
ycioBe u3 wiana 75. cras 1. tau. 1), 2) u 4) 3akoHa 0 jaBHUM HabaBKaMa M JOJATHE YCIIOBE
onpeljeHe OBOM KOHKYPCHOM JTOKYMEHTAIHjoM, a IoJn3Bohad Mopa CaMOCTAIHO Jia HCITYyHH
obaBe3ne yciioBe U3 wiaHa 75. cras 1. tau. 1), 2) u 4) 3akoHa 0 jaBHUM HabaBKama.

8) 3ajennuuxa noHyaa
[Monyny MoKe IOAHETH Tpyna noHyhaua.

CactaBHH €0 3ajeJHHUYKE MOHYJE j€ CIOpasyM KOjUM ce moHyhaum u3 rpyme
MehycobHO u mpema Hapyunony oOaBe3yjy Ha H3BpIIeHe jaBHe HabOaBke. OBaj cropasym
obaBe3HO caipXku oJaTKe HaBeqeHe y wiaHy 81. craB 4. 3akoHa 0 jaBHUM HabaBKaMa.

Osnawmhenu npeicTaBHUK rpyne noxyhava je noHyhau, koju je y ciopasymy u3 4iana
81. 3axoHa 0 jaBHuM HabaBKaMa, KOjUM ce MoHyhauu u3 rpyne Mel)yco6Ho 1 npema Hapy4noy
obaBe3yjy Ha U3BpLIEH:E€ jaBHE HabaBKe, OApeleH Kao HOoCHJIAll TOCTTA, OJHOCHO Kao WiaH rpyre
nonyhada koju hie mogHeTH monyAy U Koju fie 3acTynatu rpyny nonyhada mpej Hapy4roLEM.

[Tonyhauu u3 rpyne nonyhaya mopajy Aa ucnyHe obaBe3He yCIIOBE M3 WiaHa 75. CTaB
1. tau. 1), 2) u 4) 3akoHa 0 jaBHUM HabaBKaMma, a JOAATHE yCJIOBE U3 WiaHa 76. 3akoHa 0 jaBHUM
HaOaBKama UCIIyaBajy 3ajeHo.

9) 3axTeBH 01 3HA4Yaja 32 NPHXBAT/LHBOCT MOHY/IE

[lonyhena yciyra mopa y CBHM acmeKTHMa OroBapaTH 3aXxTeBMMa Hapyyuola H
3a1aTM TeXHHYKHM KapaKTepHCTHKaMa.

10) Iena
Llena mopa OuTh u3pakeHa y IMHapuMa, 6e3 mopesa Ha JI01aTy BPeIHOCT.

leHa je huKcHA DO HCTIYyHEHa YTOBOPHUX 00aBe3a U HE MOXE CE MEHAaTH U3 OUII0 KOr
pasJora.

11) Mogaum o opraHuMa Ko KOjHX ce MOTY XO0HTH NOJAHM Y Be3H €A HIBPIICHEM
yroBopa Kaja je no3us 00jaB/beH Ha CTPAHOM je3HKY

Y npenMeTHOM MOCTYNKY jaBHE HaGaBKe, jaBHU TO3HMB HHje 00jaB/beH HAa CTPAHOM
jesuky.

12) CpeacrBa punaHcHjckor odezbehema

Ilonyhau je y obGase3u ma noctasu GaHKapcKy rapaHiyjy 3a 030HJBHOCT TOHYIE Y
U3HOCY 01 5% OJ BPENHOCTH MOHYIE y CKIady ca MOJEIOM OaHKapcKe rapaHiuje 3a
030MJBHOCT TOHYZE. YKOIHMKO MOHyha4y He JocTaBu OaHKapCKy rapasiujy 3a 030HIBHOCT
HOHY/IE Y3 CBOJy NOHYAY, NoHyza he OuTu onbujeHa Kao HeNPUXBaT/LUBA.

W3abpann nonyhau je y obase3d na Hapyumoly JOCTaBH OaHKApCKy rapaHIdjy 3a
A00po U3BpILeHE NOCTIA KOja je 6e3yciioBHA U ITATHBA Ha IIPBU IIO3UB, Y POKy o 15 nana of
JlaHa TIOTIIHCHBaEa yroBopa. bankapcka rapanuuja ce usnaje y Bucunu ox 10% ox ykymre
BPEHOCTH OBOT yroBsopa, 6e3 [1/IB-a, ca pokom BaxknoctH koju je 30 (Tpunecer) mana mayxu
OIl ICTEKa pOKa 32 KOHAYHO M3BPIICH:E MOCIa.
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13) OapehnBame MOBEPHLHBOCTH

IIpemveTHa HabaBka He CajpXu HOBEPJbMBE MOJATKE, KOj€ Hapydusal CTaB/ba Ha
pacrojiarame moHyhauumMa, Kao U BUXOBUM Moau3BOhaunMa.

14) JlonaTae undopManmje 1 Nojammena

Ob6jaimbea KOHKYpCHE JOKYMEHTALHje Y Be3H ca IPUIIPEMOM IOHY e noHyhadu Mory
nobuTH Ha e-mail anpecy: nabavke@cad.gov.rs.

Tpaxeme gonaTHiX WHGOpMalHja U o0jallmbemba TeneGOHOM HHje J03BOJBEHO.
15) JopaTHa ofjamim-eHa, KOHTPOJIA H JONyIITeHe HCNPaBKe

Hapyuunan moxe, Mocjie OTBapama IOHyJe, [a Yy IHCAHOM OOJIMKY 3aXTeBa Of
nonyhava gomatHa ofjammena koja he momohu nmpu nperneny u BpeqHOBamY MOHY/IE, a MOXKE
¥ Ja BPIIM KOHTPOJY KOJ TMOHyhada, OZJHOCHO HeroBor moausBohada (wian 93. 3akoHa o
jaBHUM HabaBKaMa).

Hapyuumnan Moxxe y3 cariaacHoCT oHyhaya a W3BpIIM HCIIpaBKe pavyHCKUX Ipelraka,
YOUEHHX MPUJIMKOM pa3MaTpama IMOHY/E [0 OKOHYaHOM MOCTYTIKY OTBapama.

V ciyuajy pasmuke u3melhy jeIMHUYHE U YKyTIHE IIeHe, MEpO/IaBHa j€ jeIHHIYHA LIEHA.

Axo ce oHyhau He caryiacu ca HCIPaBKOM padyHCKHX Ipellaka, Hapydmnan he TakBy
HOHYAY OAOHUTH Kao HEIPUXBATJBHBY.

16) EnemenTn 0 Kojuma fie ce mperopapaTi M HAaYHH IperoBapama

Kako je mpeameTHH MoCTynak — MOCTyNaK jaBHe HabaBke (a HE IpPEroBapayku), He
IOCTOje eeMeHTH 0 Kojuma he ce nmperopapari.

17) Kpurepujym 3a oumeHy

Omnyka o u360py HajIOBOJbHH]E NOHY/IE 3a jaBHY HabaBKy J0Opa — CHCTEM 32 3alITUTY
alUIMKaTHBHUX cepBepa M 0a3a IoJaTaka M yCIOCTaBJbame CHCTEMa 3alUTUTE IPH
MHTErpanyjaMa ca €KCTEPHHM CHCTEMHMa JoHehe ce NMPUMEHOM KpHTepHjymMa — HajHHXKa
nonyheHa neHa.

18) /iBe MM BHIIE MOHY/IA €A jeIHAKOM I[eHOM

VYKonuKo ABe WM BULIE TOHYJle nonyhaya umajy ucry nonyheny uexy 6uhe nsabpana
IIOHYJIa ca Ay )KHM pOKOM Iiahamba.

19) llomToBame ob6aBe3a koje mpousuiaze u3 Bakehimx npommca

Ilonyhau je y o6aBe3u na npu cacTaBjbamy HOHY/E HaBele Ja je MOImToBao obaBese
Koje Ipou3uiase U3 Baehux mpormuca o 3aTHTH Ha pajly, 3all0lbaBakby H YCIOBEMA Paa,
3aLITUTH )KUBOTHE CPEAMHE, Kao | Jia Hema 3abpany o0aBibama JENATHOCTH KOja je Ha CHa3H y
BpeMe TTOHOIIEHha IOHYIE.

20) 3axTeB 3a 3aIITHTY NpaBa

3axTeB 3a 3aIITUTY IIpaBa MOJHOCH CE HApY4HOILy, KONHja Ce HCTOBPEMEHO JIOCTAaBIba
u PenybimyKoj KOMHCH]H 32 3alITUTY TIpaBa y NOCTYNIMMA jaBHAX HA0ABKH (y 1a/beM TEKCTY:
PenyOnuuka koMucuja).

3axTeB 32 3alUTHTY MpPaBa MOXKE CE MOJHETH y TOKY LENOTr MOCTYNKA jaBHE HabaBKe,
MIPOTHB CBaKe paJilbe¢ Hapy4IHola.

3axTeB 3a 3alUTHTY NpaBa KOJHM CE OCTIOpaBa BPCTa MOCTYIKA, Cafp)KHHA TO3MBa 3a
NOJHOILIEH:E NOHYa UK caJipKiHA KOHKYpCHe JOKyMeHTaltje cMarpahe ce GraroBpeMeHuM
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aKo je IpUMJbEH OJI CTpaHe Hapy4Holla HajKaCHH]€ TPH JaHa IIPe HCTEKa POKa 3a MOAHOIICHE
noHyzxa, 6e3 0063upa Ha HA4HH J0CTaB/barba.

[Mocne ponomema Omiyke o fojaenn yropopa wimm Outyke o o0ycTaBH MOCTYIIKa, POK
3a IIOJIHOLIEH-E 3aXTEBa 3a 3allTUTY [1paBa je NMeT AaHa of laHa 00jaBJbHBamka OJUIyKe.

IMogHocuial 3axTeBa 3a 3alITUTY NpaBa AY)KaH je Ja Ha payyH Oyyera PemyGmuke
Cpbuje (6poj pauyna: 840-30678845-06, mudpa nnahama 153 mnm 253, mo3us Ha Opoj 4/2017,
cepxa ymiare: 3311, Jlupextopar nuBHIHOT BasmyxomutoBcTBa Pemybmuke CpOuje, 4/2017,
npuManal yriate: 6yner Peny6imke Cponje) ymaru takcy oa 120.000,00 nunapa.

21) 3ak/by4yeme yropopa

Vrosop o jaBHOj HabaBuu hie OuTH 3aKJbYU€EH y pOKY OJ OcaM JiaHa OJ JiaHa HCTeKa poKa
3a IOIHOIIEILE 3aXTeBa 3a 3allTUTY NpaBa u3 wiana 149. 3akona o jaBHUM HabaBkama.
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6. OBPA3AII IIOHYJE

[Tonyza y mocTynKy jaBHe HabaBKe J00Opa — CHCTEM 3a 3aLITUTY alIMKaTHBHHUX CepBepa
u Oa3a mojaTaka M YCIIOCTaB/bak€ CHCTEMa 3aIITUTE IPH HMHTErpalnyjaMa ca eKCTEPHUM
cucteMuma, peauu 6poj jaHe Habaske: JH - 4/2017

Ilyso  mocioBHO  HMe
nonyhaua

Anpeca nonyhaua

Matuunu 6poj nonyhaua

ITopecku 6poj monyhaua

Mudpa genaTHOCTH

Bpoj pauyHa u Ha3uB OaHKe

Perucrapcku 6poj
nonyhaua

3aKoHCKH 3aCTYITHHK

JIune  osnamhieso 3a
HOTIHCHBAE YTOBOpa

JInite 3a KOHTAKT

Tenedon

Tenedaxc

E-mail

Haunn Ha koju ce naje noHyxna (o3Hauutu ca X):
[ Camocranno
O] 3ajenHuyKa MOHyAa
i Ca nmogussohauem/uma

YciioBH noOHYaE:

— Ilonyna saxxu 60 1aHa MoYeB 0/ 0TBApama MOHYy/IE.

— VYkynHa neHa go0pa — cucTeM 3a 3aIITHTY AIUIMKATHBHHX cepBepa H 6a3a
MOATAKA H YCIOCTAB/bAK¢ CHCTEMA 3aIITHTE NIPH HHTErPalHjamMa ca eKCTePHHM
CHCTEeMHMA y CBeMy [MpeMa TEeXHMYKOj cnemupuKauuju, H3HOCH

auHapa 6e3 I1JIB-a.
— Ilena wucnopyke monyheHux pemema, rapannuje wu MOJApIIKE H3HOCH
auHapa oe3 I1/1B-a.
— Ilena nncrananujem, Konpurypamuje noHyheHux pemema n KOpHCHHYKe 00yke

32 OCHOBHO YNpaB/bambe NOHyheHMM pememHMAa H3HOCH

aunapa 0Oe3 I1/IB-a.
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— Hapyunnan je gy’kaH Ja H3HOC IIeHe HCNOPYKe MOHyheHuX pemema, rapaHuuje u
moapumike ymjiatd Ha Tekyhu padyn Msspmmona y poky ox o7 AaHa
npujema ¢axtype o crpane H3Bpmmona, HCIOCTaB/bEHOI 10 3aBPIIETKY
yroBopeHe HCIOPYKe, a HAKOH NOTHNHCHBAKLA 3anMCHHKA 0 NpHMoNpeaaju
(MakcumaJHo 45 1aHa).

— Hapyunnan je ayskaH Ja H3HOC HeHe HHCTalaluje, KOHQUrypauuje moHyhenux
pemea M KOpHCHHYKe 00yKe 32 OCHOBHO ynpaB/bame NnoHyheHnm pememuma
ymiati Ha Tekyhu payyn Hsspmmona y poxky oa 0l JaHa NpujeMa
daxType oa crpane H3pBpmmuona, HCIOCTAB/bEHOI 10 3aBPIIETKY YTOBOPEHHX
o0aBe3a, a HAKOH MOTNHCHBAKA 3anMcHHKA 0 mMpuMonpenaju (MakcmMaaHo 45
AaHa).

Hatym M.IL [Monyhau
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7.1. OBPA3AII - IIOJALIA O IOHYBAYY

(xaga HACTyNa caMOCTAIHO HJIH ca noausBohauem/nma)

[lyso nocioBHO  HME
nonyhaya

CxpaheHo IOCIOBHO HMeE
nonyhaya

Mecto, yauia u 6poj

Onrruaa

Martuunu 6poj monyhaya

ITopecku
HHICHTHQHUKAIHOHHU Opoj

Bpoj pauyHa u Ha3uB DaHKe

3aKOHCKH 3aCTYIHHUK

JIune  oBmamtheHo  3a
MOTINCHBAKE YTOBOpa

Oco6a 3a KOHTaKT

Tenedon

Tenedakc

E-mail

Harym

M.IL

[Tonyhau
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7.2. OBPA3AII - IIOJALIA O TIOHYBAUY
(kaga HacTyna y 3ajelHHYKO]j IOHY/H)

[lygo  mocnoBHO  HMeE
noHyhaya
CxpalieHO DOCJIOBHO HMeE
nonyhaua

Mecro, ynuna u 6poj

OniuruHa

Marugnu 6poj nonyhaga

ITopecku
HHIeHTH()HKAHOHH OPOj

bpoj pauyHa 1 Ha3uB OaHKe

*  3acrymHMK moHyhaga
HaBeJeH Y 3ajeJHHYKOM
criopasymy

Oco6a 32 KOHTAKT

Tenedon

Tenedaxc

* Pybpuky O 3acTynHHKy TOTyHaBa camo 4iaH Tpyle HoHyhaua koju he y ume rpyrme
HOTIIHCATH YTOBOD

Jatym M.IL [Tonyhau

Hanomena: Osaj obpaszay nonyrasa ceaxu 00 u1anoea apyne nonyhaua y 3ajednuuxoj nowyou, maxo
0a 2a je HeonxoO0Ho Konupamu y nompebnom 6pojy npumepara
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7.3. OBPA3AII - ITIOJJAIIA O ITIOAU3BOBAYY/MMA

ITyHO moc/IOBHO HMeE
noausBohaga

Ckpahenu Ha3uB moau3Bohaya

Mecro, ynuiia u 6poj

OnmTuHa

Maruunu 6poj nonyhaya

[opecku uHACHTADUKAIMOHU
6poj

Bpoj pauyHa u Ha3zuB OaHKe

3aKOHCKH 3aCTYITHHK

Oco6a 3a KOHTaKT

Tenedon

Tenedaxc

IIponienatr yxymHe BpeOHOCTH
HabaBKe xoju he moBepuTH OBOM

0AH3BOhady

Ileo mpenmera HabaBke Koju he

U3BPLINTH IPEeKo OBOT

oJAH3BOhaya
Hatym M.IL [Tonyhau
Hatym ML.IL IToau3Bohau

Hanomena: y cyuajy 0a uma euwe noouséofiaua oeaj obpazay nonyrwasa céaxu 00 nodussohava, mako
0a 2a je nHeonxoOHo Konupamu y nompebnom 6pojy npumepara
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8. OBPA3AIl N3JABE O TPOIIKOBHUMA IIPUIIPEME ITOHY/IE

YV  ckmamy ca wiasom 88. cra 1. 3akoHa o jaBHuM HabaBKkama,

y TOCTYIKy jaBHe HabaBke qoOpa — CHCTEM 3a

3aINTHTY alJIAKaTHBHUX cepBepa M 0a3a mojaTaka M YCIIOCTaBJ/balbe CHCTEMa 3aIlTHUTE MPH
MHTErpalfjaMa ca eKCTEPHUM CUcTeMuMa, penHu Opoj 4/2017, nocraBiba yKymaH H3HOC U

CTPYKTYpY TPOIIKOBA MPHIIPEMaba OHY e, KaKo clIeqy y Tabenu:

H3noc Tpomka
Hazus Tpomka
(y aunapuma)
VYxynaH #3HOC TPOIIKOBA IPUIPEMara OHYIe:
Jatym M.IL [Tonyhau

Hanomena: oea usjasa je y ckiady ca Ilpasunnuxom o obagesnum enemeHmuma
KOHKYpCHe OOKyMenmayuje y NOCMYNYuMa jJaeHux Habaexku u HAYUHY OO0KA3UBATLA
ucnyrenocmu ycnoea (,, Cyocbenu enacnux PC* 6poj 86/15) obasesnu enemenm xonxypcue
ookymenmayuje. /locmaesmarse 08e uzjage nuje obagesno.

V cknaoy ca unarnom 88. 3axona o jasnum nabaskama nonylhay mosice 0ay oxeupy nonyde
00Cmasu yKynaw usHoc u CmpyKmypy mpouikoea npunpemarsa nouyoe.

Tpowixose npunpeme u NOOHOWEFA NOHYOe CHOCU UCKBYUUBO NOHYHAu U He Modice
mpadicumu 00 Hapy4uoya HaKkHaoy mpouiKosd.

Ako je nocmynak jaene nabaske obycmassben uz pasno2a Koju cy Ha Cmpanu Hapy4uoya,
Hapyyunay je oysrcan 0a Rowyhawy HadoKHaOU mpouikose U3pade y30paxa unu Modeid, ako cy
uspalhenu y cknady ca mexHuuKuM CneyuuKayujama Hapy4uoya u mpouikose npubasmara
cpeocmasa obesbeljera, nod ycioeom 0a je nowyhau mpasicuo HadoKHAdY Mux mpouikoea y
c80joj noHyou.
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LMBWUIAHOI
BA3OYXOMNOBCTEBA

PEMNYSIMKE CPBWIE

9. OBPA3AIIl U3JABE O HE3ABUCHOJ IIOHY U

V  ckmagy ca wiadoM 26. 3akoHa O  jaBHMM

naje cienehy

U3JABY
O HE3ABHCHOJ IIOHY 11

HabaBKaMma,

nonyhau

Kao nonyhau y mpeaMeTHOM NOCTYNKY jaBHE HaOaBKe no0pa — CHCTEM 3a 3alITHTY

AIMJIMKAaTUBHHUX CCpPBEpa H 0aza mopmaTtaka u yCIocCTaBbakbe CHCTEMa 3alllTHTE IIPH

HHTErpanyjamMa ca eKCTepHHM CcHcTeMHMa, peaHu Opoj 4/2017, u3jaBibyjeM 1MOJ IyHOM

MaTepHjalHOM U KPUBUYHOM OAroBopHOImhy [a caM MOHYy IO/JHEO HE3aBHCHO, Oe3 10roBopa

ca IpyruM noHyhaunma v 3aMHTEPECOBaHHM THLIAMA.

Hatym M.IL

[Tonyhau

Hanomena: yxonuxo nonyoy noonocu epyna nowyhaya, Hzjaea mopa 6umu nomnucaua
00 cmpane oerawhenoe r1uya ceaxoz nonyhaua uz epyne nonyhava u oeepena newamom
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LIMBINHOI
BAIOYXCMNOBCTEA

PEMNYEAMKE CPEAJE

10. OBPA3AIl M3JABE O IOUWTOBABY OBABE3A KOJE INPOM3HUJIAZE U3
BAKERUX ITPOITMUCA

YV ckmamy ca wiaHom 75. craB 2. 3akoHa O jaBHMM HabaBkama, mHOHyhau

naje caenehe

U3JABA
O IIOLITOBABY OBABE3A KOJE ITPOMU3UJIA3E U3 BAXKERUX ITPOIIMCA Y
BE3U CA 3ABPAHOM OBABJbAILA TEJIATHOCTU

HW3jaBibyjeM moJ ITyHOM MaTepHjalHOM M KPHBHYHOM OJrOBOPHOMINY /1a caM MOIITOBA0O
obaBe3e Koje Mpou3mIa3e U3 BaxkeNuX nponuca o 3alITUTH Ha Pajy, 3al0NI/baBamby U YCIOBUMA
paja M 3alITHTH )KHBOTHE CPEIMHE, Kao U J1a HeMaM 3abpaHy obaBibaba JeTaTHOCTH KOja je Ha
CHA3H y BpeMe IIOJHOLIEHa OBE MOHY/IE, a K0ja je IpeMET jaBHe HabaBke 100pa — cUCTeM 3a
3aIITUTY alJIMKaTHUBHUX cepBepa W 0asa mojaraka ¥ yCIOCTaB/bAaIe CHCTEMa 3alUTUTE NPH

HHTErpalyjaMa ca eKCTEPHUM CUcTeMuMa, pelHu 6poj 4/2017.

Hatym M.II. [Tonyhau
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11. OBJIALIIREIGE INPEJCTABHHUKA IIOHYBAYA

OBJTAIIREBE

(uMe ¥ mpe3uMe MpeICTaBHUKa oHyhaua)

u3 5 Ik
(rpan) (anpeca)
Opoj muuyHe KapTe opnamhyje ce 1a y ume
(Ha3uB noHyhaya)
U3 , MOX€ JIa YU4ECTBYj€ Y TIOCTYIKY jaBHE HabaBKe
(anpeca)

nobpa — cucTeM 3a 3alITUTY AlUTMKaTHBHHUX cepBepa M 6asza mofaraka U yCIoCTaB/bamke
CHCTeMa 3aIlTHTE MPH HHTErpalyjaMa ca eKCTepHUM CHCTEMUMa, pefiau 6poj 4/2017.

IIpencraBauk monyhaua uma opnamhema fa Mpey3uMa CBe Pajmbe y MOCTYIIKY jaBHOT
OTBapama NOHyAa.
Opnamheme BaXku 10 OKOHYama IIOCTYIIKa OTBapama IMOHy/a HaBe/eHe jaBHe HabaBKe

HY ApPYre CBpPXE €€ HE MOXKE KOPHCTUTH.

Hatym M.IL [Tonyhau

(notnuc oBnaurheHor aua)
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12. OBPA3AII U3JABE O ®PUHAHCUJCKOM OBE3BEBEBY

Y cxmamy ca wianom 61. craB 5. 3akoHa o0 jaBHMM HabaBkama, TNOHyhay

naje cienehy

N3JABY

H3jaBibyjem nom myHOM MaTE€pHjaTHOM M KpUBHYHOM oAropopHoihy aa hy, ykonuko mu
Oyne noe/beH YroBop y TMOCTYIKY jaBHE HabaBKe 106pa — CHCTEM 3a 3allITHTY AlIMKATUBHUX
cepepa W 0aza mojaTaka M YCIOCTaB/bame€ CHCTEMa 3alTUTE IPH HHTErpanMjaMa ca
eKCTepHMM CcHcTeMuMa, peaHu ©Opoj 4/2017, 3a morpebe Jlupektopara IMBHIHOT
Ba3yxomnoscTBa Peny6mike Cpbuje, y poky o 15 (eTHaecT) 1aHa OJ JaHa 3aKJbyYeHha OBOT
yroBopa, HOCTaBHTH cpeiacTBa (uHaHcujckor obesbehema npenpuhena yrosopom wu

KOHKYPCHOM JOKYMEHTAIIH]OM.

Hatym ML.IL ITonyhau

Hanomena: Y cryuajy noonowera 3ajednuuxe nonyoe, obpasay usjase nomnucyje u
newamom oeepasa nowyhau unu unawn epyne nowyhava xoju he y ume 2pyne damu cpedcmea
obesbehera;

Vkonuxo nowyhau wnacmyna ca noouseohauem/uma, obpasay usjase nomnucyje u
nevamom oeepasa nouyhau.
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13. MOJEJI YI'OBOPA 3A HABABKY

YI'OBOP
3A HABABKY JOBPA - CUCTEM 3A AIITUTY AIIVIMKATUBHHUX CEPBEPA 1
BA3A IIOJATAKA M YCIIOCTAB/bAIBE CUCTEMA 3AIITUTE ITPA
UHTEI'PAITMJAMA CA EKCTEPHUM CUCTEMHMA

3akspydeH usmely yroBopHUX CTpaHa:

JAPEKTOPAT IIUBUJIHOI' BABAYXOILVIOBCTBA PENNIYBJIMKE CPBHUJE, xora
3acTyna aupekrop Mupjana Uusmapos, ca cequinteM y beorpany, yn. Ckanapcka 6p. 23 u 23/1,
ITE 103191841, maTuunau 6poj 17521128, 6poj pauyna 160-316614-58 y Banca Intesa A.D. -
Beograd, (y nasem Texcty: Hapyumiian) ca jenne cTpase,

7§
, kora 3acTymna
(nyno nocrogno ume)
ca CeJIUIITEM Y
(Pynryuja, ume u npesume) (epao)
YL 6poj , [IMB , MATHYHHA
6poj  6poj pauyna y ,

(nasue banke)
(y naspem Tekcty: MU3Bpmmian) ca apyre crpaHe.

I YBOJIHE OJIPEZIBE YT'OBOPA
Ynan 1.

YroBopHe cTpaHe cy cariacHe aa je:
- Hapyunnan y ckinany ca oapendama 3akona o japHuM HabaBkama (“Cii. rmacHuk PC”,
6p. 124/12, 14/15 u 68/15) cnposeo jaBHy HabaBKy, uMju je mpeamMer ,,Habaska mo6pa
— CHCTEM 3a 3AIUTUTY alUIMKaTHBHHX cepBepa M 0a3a mojaTaka M yCHOCTaBIhame
CHCTEMa 3allITUTE NPU HHTErpallijaMa ca eKCTEPHUM CHCTEMHUMa';
- Msppmmnan nocTaBHO TOHYAY 3aBeleHY MOA OGpojem ox
(nonyrwasa napyuwunay) 2017. romune, Koja je cacTaBHH €0 OBOT

YroBOpa;

- Hapyunnan y cxkmany ca 3akoHoM o jaBHHM HabaBkama goHeo OIyKy O Hozenu
yroBopa 3a jaBHy HabaBKy /100pa — CHCTEM 3a 3alITHTY alIMKaTHBHUX cepBepa H 6asa
nojaTaka M YCHOCTaB/bame CHCTEMA 3alITUTE NpPH MHTErpanyjaMa ca eKCTEPHHUM
cucreMuma, peaau 6poj 4/2017 (6poj: on 2017.
TOIIMHE NONYHABA HAPYYULAY).

II. I[TPEIMET YT'OBOPA
Ynan 2.

IIpenmer oBor yrosopa je HaGaBka A00pa — CHCTEM 3a 3aIUTHTY AlIAKATHBHUX CEpBEpa
1 0asza mojaraka W YCIOCTaBJbamke CHCTEMA 3AIITUTE IIPH HHTErpanujamMa ca eKCTEpHAM
CHCTEMHMa, Y CBEMYy IIpeMa TEXHHYKO] cnenudukanuju, a mo mnoHyau W3spmmona
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(6poj: on 2017. romuue

HORYFA6A HAPYHUNAY).

Bpensoct yroBopa u niahame

Ynan 3.
VkynHa meHa HabaBke M3 wiaHa 2. OBOI YroBOpa, y CBEMy IpeMa TEXHHYKO]
cienuuKauju, U3 HOCH nuHapa 6e3 [1/IB-a.

Ilena wucmopyke mnoHyheHHUX pemiema, TapaHIdje M [OAPHIKE  M3HOCH
nuHapa 6e3 [1/1B-a.

[lena wmHCTananuje, KOHQHUrypaldje MOHYHEHMX pellema U KOpPHCHHUKe 0O0yke 3a
OCHOBHO YIIpaBJbamk€ NOHYH)EHUM pelIeHUMa H3HOCH nuHapa 6e3 [1]]B-
a.

Llene nojeausayHMX no0apa HaBeJCHE y 00pacly CTPYKType LieHEe Y KOHKYPCHO]
JOKYMEHTALMj| He MOTY Ce MEHaTH TOKOM Tpajama yroBopa.

3a obaBe3e mrahama Koje AOCHEBAjy M0 0BoM yroopy y 2018. rogunun, Hapyuunan he
BpuuTH Miahame M3spimony y3 ycios obe3behema noTpedHuX cpencraBa y OUHAHCH]CKOM
wiany Hapyuwoua 3a 2018. roguny 3a nobpa koja cy npeaMeT oBe HabaBKe.

Unau 4.

Hapyumnan je myxaH na W3HOC leHe M3 wiaHa 3. cTaB 2. yIulaTd Ha Tekyhu pauyn
W3Bprnona y poky o1 (nonyrasa Hzepwiunay na ocHosy o6pacya nonyode) o fana
npujema ¢aktype on crpane M3Bpimona, HMCHOCTaB/BEHOI II0 3aBPIUETKY YrOBOPEHE
HCIIOpYKe, a HAKOH ITOTIHCHBaka 3aNUCHUKA O IIPUMOTIPEIajH.

Hapyumnai je qy>xaH fa IuiaTd M3HOC IeHe U3 uiaHa 3. cTaB 3. yIuiaTd Ha Tekyhu padyn
H3ppmmona y poky of (nonyrasa Hzepwunay na ocnogy obpacya nonyde) o faHa
npujema pakrype oz crpase M3ppimmona, HCIOCTaB/LEHOT 110 3aBPIIETKY YIOBOPEHHX 0baBe3a,
a HaKOH NOTNHCHBaba 3alMCHUKA O IPUMOTIpe/iaju

[TpaBa u o6asese M3ppmmona
Unawn 5.

W3ppmunan uma obapesy ga:
- Ucnopyun, nacTanupa u kKoHQUrypuie nonyheHa peinemna npema ornucy 13 TeXHUIKe
cnienudukaiuje:
1. pememe 3a 3amTuUTy 6asa nojaraka
2. pelnembe 3a 3aITUTY Web ammMkaruja

3. cHCTeM 3a MHTErpalHjy ¥ KOpenalujy JoroBa ca JIeTeKIHjOM IIPETEH

- nonyhena pemema uenopy4u y poky ox 60 (uresmecer) AaHa off JaHa TMOTIMCHBAmba
OBOT YTOBOPa;

- oHyheHa peliera HHCTAIMpPa U KOHQHTYpHILe Y poKy o 20 (1BameceT) 1aHa of 1aHa
MpyjeMa MUCAHOT 3aXTeBa of cTpane Hapyunona u u3pajy J0KyMEHT U3BEISHOT CTamba;

- OpraHmu3yje KOPHCHMYKY OOYKy 3a OCHOBHO yNpaBjbake NOHYhEHHM pememuma y

Tpajamby oa 5 (1eT) paaHux JaaHa 3a 3 (TpH) MoJa3HKKa;
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- 06e36e1u rapaHuyjy, mpou3BohauKy NOAPIIKY M MOTpeOHE cepBuce HA Nepuoi of 1
(jenne) rogmHe 3a CBE KOMIIOHEHTE CHCTEMA, Kao M CTPY4HY CEPBHCHY MOJPLIKY 3a CBE
eJIeMEHTe cHcTeMa OJ1 cTpaHe ucropy4duona ca SLA napamerpuma 8x5xNBD, y cemy kako je
ONMCAHO Y TEXHUYKO] CHeNU(pHKaAIH]H.

Haxnana mrere
Yau 6.

W3Bpimsial je o6aBe3aH J1a yroBOPEHE ITOCJIOBE M3 WiaHa 5. 0BOT YTOBOPa BPIIK CaBECHO,
ca naxxmoM JoOpor nomahuHa, 0IaroBpeMEHO H J1a HaIOKHA/IU IITETy KOjy FHBErOBH PaIHHULIU
y4HHE HAMEPHO UJIH U3 KPajibe HENaXbe, a ITo he ce KOHCTAaTOBaTH 3ajeTHUYKUM 3alIHCHUKOM
O IPe/ICTABHUKA YTOBOPHHUX CTPaHa.

Vkomuko Hapyumnan npeTpnM IITETy ycilel HEHCIyEema YTroBopa, V3spmmian je
Iy’XaH Ja HCTY HaJOKHAIH.

Bankapcka rapasnuja
Ynan 7.

M3ppmmnan ce obasesyje ma Hapyuwmony mocraBu OaHkapcky rapanumjy 3a mo6po
U3BpIIEHE N0CIa Koja je Oe3ycioBHAa M IUIAaTHBA Ha IIPBH NO3HWB. baHKapcka rapaniuja ce
u3zaje y Bucuam of 10% ox ykynHe BpeqHOCTH OBOr yroBopa, 6e3 I1/IB-a, ca pokoM BaxxnoCTH
koju je 30 (Tpuaecer) maHa Iy>KH O] HCTEKA POKa 32 KOHAYHO H3BPINEHE 110CIIA.

Hapyunnan he axTuBupaTi GaHKapcKy rapaHiMjy 3a J00po W3BpIUEHmE IIOCHa, Y
LIEJIOCTH, YKOJIMKO M HAKOH MKCAHOT yIO30pera o1 cTpaHe Hapydnona, He H3BpuHA mpeyseTe
yroBopHe o0aBe3a U3 WiaHa 5. OBOT yroBOpa.

I11. 3ABPIIHE OJIPEJIBE
Unan 8.

3a cBE OHO IITO HHjE€ PEryJHCaHO OBUM YTOBOPOM, IIPUMERYjy ce oapende 3aKkoHa o
00IUrallMOHUM OHOCHMA.

Unag 9.

YKONMKO MOCKie 3aKibyyerma OBOT YroBOpa HACTYNEe OKOJIHOCTH KOjé OTeXaBajy
HCIyHebe 00aBe3e je[[He YyTOBOPHE CTPaHe MM aKo ce 300T KX He MOXE OCTBAPUTH CBpXa
YroBopa, CTpaHa Kojoj je 0TeXaHO HCTyhere 06aBe3e, OHOCHO CTPaHa K0ja 360T POMEreHUX
OKOJIHOCTH HE MOXKE OCTBAapUTH CBPXY yroBOpa, MOXKE 3aXT€BATH [la CE€ YrOBOpP M3MEHH W
pacKHHe.

OrkasHu pok u3HOCH 45 (YeTpeceTIieT) AaHa M Io4Mbe Tehu o JaHa JH0CTaBibama
IMCaHOT 00aBEIITEeHAa O jeJHOCTPAHOM PackKUAy yroBopa.
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Unau 10.

EBeHTyallHe CIIODOBE HacTaje y BE3H ca IPUMEHOM M H3BPIICEHEM OBOI yroBOpa,
yroBOpHe cTpaHe he HaCTOjaTH Ja OTKIIOHE CIOPa3yMHO, a YKOJIHMKO TO HHje Moryhe, HajjiexaH
je ITpuBpennu cyn y beorpany.

Ynanu 11.

OBaj yroBop cTyma Ha CHary Ha JaH NOTHHCHBama OJ CTpaHe OBJamheHux
NpeACTaBHUKA YrOBOPDHHX CTpaHa M 3aKJbydyje CE€ Ha NEpHOA o Hajayxe 12 (nBaHaect)
Meceld O] laHa IIOTIHCHBamka OBOT YTOBOPA.

Unan 12.

Osaj yrosop cauumeH je y 4 (YeTHpH) HCTOBETHA IIPEMEPKA, O KOjHX CBAaKa yrOBOPHA
CTpaHa 3ajpikaBa o 2 (71Ba) IpHMEpKa.

JAupexTopaT HIHBHJIHOT Ba3AyXOoIJI0BCTBA H3BPHINJIAILL
Penybanke Cpbuje

AUPEKTOP

Mupjana Yusmapos
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14. TEXHUYKA CIIEIIU®UKAIIMIA, TEXHUYKE KAPAKTEPUCTHKE H
3AXTEBH

Pememe 3a 3alITUTY AlUIMKAaTMBHHX cepBepa M 0a3a nojaraka M yCIOCTaB/bame CHCTEMA
3aIITUTE TPU WHTETpalfjaMa ca eKCTEPHHUM CHCTeMHMa Tpeda Ja NpeacTaB/ba CBeoOyXBaTHH
CHCTEM Ca IEHTPATM30BaHAM NIPUCTYIIOM 3alITUTH HAJl CBUM OBHM CHCTEMHMA. JEIUHCTBEHO
peiere Tpeda 1a Oyne cacTaB/beHO M HHTETPHCAHO of ciaeaehux eneMeHara:

1. Pememe 3a 3amTuTy 6a3a mojparaka
2. Peweme 3a 3amtuty Web amukanuja
3. CucTeM 3a HHTETpalMjy U KOpEalHjy JOrosa ca IeTeKIIHjOM MPETHU

[Monyhau je o6aBe3an na y3 NOHYAY JAOCTaBU HAa3WBE HABEIECHUX pElLICHA ca KPAaTKUM OIHCOM
TeXHUYKHX KapakTepHcTuka. ONnMC TEXHHYKMX KapaKTEpUCTHKAa MOXKe OHTH JOCTaBJbeH Ha
€HIJIECKOM jE3HKY.

1. Pememe 3a 3amTuTy 0232 nogaraka
Pememse Tpeba na ucnynu cieelhie KapakTepucTHKE:

e Jla Oyne pean30BaHO y BHY BUPTYEIHOT appliance-a

e Jla nojapxu jeraH cepsep Oase mojiaraka ca HEOTpaHHYCHEM OpojeM HHCTaHIM Koje Cy
u3JI0)KeHe y OKkBUpY ucre IP agpece

e Pememe Mopa OuTH HesaBHCHO of Database engine-a U He cMe KOPHCTHTH native
auditing MexaHHU3ME U JIOroBe came Oase

e Pememe Mopa OMTH y CTamby Ja pajid MOHMTOPHHT aKTHBHOCTH y 0asd y peaqHoM
BPEMEHY M [a O HCTHM aKTHBHOCTHMA Yy PEaJHOM BPEMEHY LIAJbE YIO30pema H
M3BEINTaje y CKIIay ca norpebama KOpUCHHKA

e Mopa 1a MOAPKH apXUBUpPAKE JIOTOBA MO BPEMEHCKO] OAPEAHHMLM y CKIady ca
norpebama KOpUCHHKA

e Pememe Mopa omoryhutu na apXxuBUpaHM JOTOBU OyAy KPUIITOBAHU U 1A C& OHH HE
MOI'Y YATATH OCHM Y Cily4dajy Bpahama y aluTiKalyjy pememha

e Pememe mMopa na omoryhu cenapanmjy myxHoctd u3Mmelly agMuHHCTparopa 6aza u
security officer-a

e Pememe mopa na omoryhum ¢ysknmoHanmHoctu Gpse mperpare audit mopmartaka 3a
JMHAMUYKO UCTPaXHBAmE NPECTYIIA, IPelllaka ¥ aKTHBHOCTH Y Ga3u mojaraka

e Pemere Mopa 1a HOAPXKHU ACTEKIH]y aHOMaIHja 6a3MpaHo HA HCTOPH]CKUM TOJalkMa

e Peumeme mMopa jJa omoryhu €BeHTyaTHO NPOLIMPEHE Ca MOIYJIOM 3a YTBphHBalbe
PamBHBOCTH

e Pememe Mopa 1a omoryhu cHEMame IpucTyna camo opeheHnm Tabenama

e Pememe Mopa 1a omoryhu caumarme DCL, DDI y DML komanu

e Pememe Mopa ja nozapxasa Oracle ASO y SQL Cepgep SSL

e Peweme Mopa 1a oMoryhu Mackupame 0CeT/bHBHX NoaaTaka y audit penosuTopujymy

o Pemewe Mopa na @yskuuonunie mo mpunnmny Host based codrBepckux aremara,
MOHHUTOPHUHI IIyTeM MPEeXHOr Tama, inline Huje J03BOJBEH

- cTpaHa 25 ox 38 -




OARPEKTORAT
LIMBNHOI
BASOYXONNOBCTEA
PENYSNVKE CPBWIE

Pememe Mopa 1a oMOryhu cTaTyCHH MOHUTOPHHT COTICTBEHHX CO(TBEPCKUX areHara u
inspection engine-a

Pemere Mopa fa noapsku upgrade copTBepckux areHara 6e3 pecrapra cepepa
Peierse MOpa J1a TIOAPXKH ayTOMaTCKO FeHepHCahe CHTYPHOCHHX TI0JIHCA

Pememe Mopa Oa mozpXkaBa ajapMe Yy pealHOM BpeMEHYy H HOTHOHKAIHje IyTeM
Syslog, SNMP, Email unu custom ki1aca 3a BUX0BO AHCTpUOyHpame

Pememe Mopa 1a moapkasa Moryhaoct Load balancing-a

Pemerme Mopa J1a MOZPKH ayTOMATCKO OTKPHBAmkE HOBHX 6a3a Hoaraka u ja oMoryhu
0JUIOYKEHO CTapTOBAHE CHCTEMA 33 OTKPUBAE UCTHX

Pememe mMopa na omoryhu eBeHTyalHy €KCTEH3H]jy y IOTJe/ly arperupama nojaraka
Ha jeHy LEeHTpaJIHy JIOKalH]jy, y3 omoryhaBame aqMHHHACTpalHje pellera Kpo3 jeaaH
noptai, 6e3 003upa Ha Opoj COPTBEPCKHUX areHaTa H KONEKTOPCKHX Tayaka

Pewere Mopa Jia cafipyku ajart 3a ayToMaTU3allljy Iporeca yHyTap came aruiuKanmje
6e3 momaTHOT IporpaMHpama

Pememe Mopa a cMellTa CBOje NoaTKe y COICTBEHY pelanHony 6asy mojaraka, pagu
Opixe aHanu3e, U3BEIITaBaka U ymre e npoctopa. CMemrarme mogaraka y Flat dajnose
HHj€ T03BOJEEHO

Pemerse Mopa na omoryhu xerteporeny database okxonmHy, MoryhHocT Kpempama
jemuHcTBeHe neHTpanHe audit nonuTHKe 6azupaHe Ha MpaBUMA IPUCTYTIA Y MATHYHUM
6azama, exception (M3y3eTHE CHTYyaluje) U eKCTpy3Hje (Lypemba) OCET/HUBUX MOIaTaKA
Pemewe Mopa jga omoryhu 3a xereporeny database OKONMHY jemUHCTBEHM
penosuTopHjyM audit monaraxa 6e3 063upa Ha BpeTy Gase

Pememe Mopa na nozpxasa HajMame Oracle, Microsoft SQL, MySQL 6a3e nmomaraka
Pemere Mopa ia IpyxH MOTYRHOCT Kpeupara yHEQHUIUpaHIX U3BemTaja 6e3 063upa
Ha TUIOBE 0a3a mojaTaka KOju ce MOHUTOPHIILY

Pewerme Tpeba J1a je 1u3ajHEPaHO CHENHjIHO 3a MOTpebe CUrypHOCTH Gasa mojaraka
u He Tpeba aa obyxsata Web Application Firewall

Pemerse Mopa 1a omoryhu kpenpatbe audit mporieca Koji 06yxBaTajy Kpeuparme rpyre
calp)xaHe OJl M3BeITaja M KJIacH(QUKaMOHUX Ipoleca KOju Ce mamkby AehHUHUCAHUM
KOPHCHHLMMA Ha IpeTyie/l Win BepuduKanujy, Te mo noTpebu ecKananujy HHIHAEHATA
Ha Bepu(UKanMjy IpyruM KOPHCHHIIEMA

Pememe Mopa na omoryhu ¢GyHKUHOHANIHOCT 3a €BEHTYalHH YBO3 KOPHCHHKA W3
LDAP-a (anp. Active Directory LDAP)

Pewerse Mmopa na omoryhu amvurncTpatopeke Hanore 3a GUI u CLI koju Mopajy outH
Pa3/BOjeHH Ca pasiIMYMTHM JIO3MHKaMa, Tako na CLI mpucryn He Oynme Moryh y
yoOHYajeHHM TMOCIOBHMA a/IMHHUCTDAlMje, HET0 CaMo y Ciydyajy BaHPEIHHX
HHTEPBEHIY]a

Pemerse Mopa 1a moApKu MOryRHOCT H3MeHe JIO3UHKH, a MOKEsbHA je W MoryhHoCT
BPEMEHCKOT HCTHLAbA JIO3MHKH

Pemmerse Mopa j1a canpxwu yrpalleHH KOPHCHHK aJMUHUCTPATOP KOPUCHHYKHX HATOTa
Koju nozxespyje pone KopucHuuuMa DB audit pemema Ha 0CHOBY KOjuX KOpHCHHMIM
¥Majy IpaBo Ha ojpehene MoayIte, akuuje 1 U3BENITaje
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2

Pemere Mopa Aa noapxu ¢puntpupame caodpahaja y peaTHOM BpeMeHy, KopullhieeM
co(TBEpCKOr areHTa

Pelerse MOpa /1a MOAPKY FeHeprcamke U3BelITaja y 6ap jenHom of cneaehux gpopmara:
Pdf, Csv unu Xls

Pemerse Mopa aa noapxu audit akuujy agMUHMUCTPATOpa M/WIM APYTHX KOPUCHHKA
noroBaHux qupekTHO Ha DB ceprepe u To npeko: TCP, Shared Memory, Named Pipes
Pemetse Mopa 1a 06e36eau moryhsoct unrerpanuje ca SIEM pememem koju je Takohe
npeaMeT HabaBKe

Pemerme Mopa aa oMoryhu uieHTH(HKalM]y alUIMKaTHBHHX KOPHCHHKa KOJU paje
NpEKO CEPBHCA/CPeIbUX CI0jeBa

Pemerse MOpa Jia MOJpIaBa IpOINHpeme Yy Moj OJoKHpama MpHCTyna oapeheHum
noJanuma UM KOpHCHALIMA

Pememe kao omnmujy 3a J0JaTHO INpoluupeme Tpeba na mma noapimiky 3a Data
Warehouse pemema - Oracle Exadata, Teradata, SAP Hana

Pememe xao onuujy 3a J0JaTHO Npouiupemne Tpeda aa uMa moAapiuky 3a Big Data
pemewa - Hadoop (Cloudera, Hortonworks, Biglnsights, Pivotal), MongoDB,
CouchDB, Cassandra

Pemerse Tpeba 1a ce y NOTIYHOCTH, ABOCMEpHO MHTerpHie ca SIEM pememem kpo3
OpoKepcKy KOMIIOHEHTY HcTor npousBohaua. inTerpanuja tpeba 1a omoryhu noapuiky
3a IIpUKyIJbame Aorahaja u ynosopema ox crpane SIEM pemema y jennom cMmepy u
ayTOMaTCKy MOTYNHOCT IpeKHJa KOHEKIWje KOPHUCHWYKE pajHe CTaHMIe ca 6azoM
noaaTaka (kao GyHKIHOHATHOCT peliera 3a 3alTUTy 6a3a nogaraka) ykosiuko SIEM
pememe no oapehenom npapmily yTBpIH Ia je pajHa CTaHHWIA HA OWIO KOjU HAYMH
koMnpomuToBaHa. OBa (QyHKIMOHANHOCT Tpeba Ja je omorylieHa Kpo3 KOMIIOHEHTE
camor mnpousBohaua ©Oe3 morpebe 3a aomaTHMM NpuiaarohaBaruMa. bpokepcka
KOMIIOHEHTa Tpeba na Oyze obe3belena kao neo pemerma.

Pemieme 3a 3amTuty Web ansinkauuja

Pememe Tpeba na ucnynu cienehe KapakTepuCTHKE:

Pememe Tpeba na Oyne peanuzoBaHo y BUy BUPTyenHor appliance-a

Reverse proxy ¢yHKIIHOHAIHOCT

Load-balancing ¢byHKnmmoHaIHOCT

Munumannga npomycHa moh 25 Mbps

Web Application Firewall ¢ynxuuonansoct ca onbparnom o OWASP Top 10 npetsn
INonpmka 3a ayromarcku profiling annukanuja

IIpeno3naBame Hamaza Ha OCHOBY CHUTHATYpa, y3 YKJbYYEH NPETIUIATHH CEPBUC 3a
CUTHATYpe YKOJHKO je moTpeOHO

[onpuika 3a IP reputation curaatype 3a 3amrtuTy of botnet-a, anonymous proxy-ja,

3apaXKCHUX CHCTEMa, y3 YKJbY4YeH MNPETIUIATHH CEPBHC 3a CHUTHATYPE YKOIMKO je
norpebHo
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3.

AHTHBUpPYC moApInKa 3a ¢ajnose koju ce upload-yjy, y3 yK/by4eH NPETIIATHH CEPBHUC
3a CUTHaType YKOJIHUKO j& MOTPeOHO

MoryhHocT aupexTHe HHTerpanyje ca Sandboxing pememeM (Sanboxing Huje npeamer
oBe HabaBke)

[Moxpiuka 3a JeTeKIH]jy npoMeHa Haj $hajioBuMa

3amruTa oA arMKaTUBHUX U MpexHux Denial-of-service nanana

3amruta Ha ocHOBY [P reonoxanuje

MoryhaocT BupTyanHor patching-a (uETerpanuje ca 3rd party scanner-uma)
Moryhuaoct SSL offload-a

Moryhaoct URL rewriting-a

IMonpmxa 3a REST API 3a unterpanujy ca 3rd party cucremuma

IToppmika 3a ayTeHTHQUKALH]Y :

o Single Sign-on (SSO)
o IToppmka 3a LDAP u RADIUS

o [Toapika 3a knujenTcke SSL cepTudukare

ITompmika 3a vulnerability assessment web anmkanuja y OKBUpy pellemna

Cucrem 3a MHTErpanujy M KopeJanujy JIoroBa ca JeTeKIHjoM NpeTHH

Cucrem 32 uHTerpanujy ¥ KOpenauujy Jorosa ca JAeTeKIHjoM mpersmH Tj. SIEM pememe
[peCTaB/ba KPOBHM CHTYPHOCHH CHCTEM 3a aHAIN3Y W HM3BEINTaBame O 06e30eIHOCHHM
morahajuMa y pealHOM BpEMEHy Y IHMJbY paHe JeTeKIMje IH/bAaHUX Hamaja u 310ynorpebe
[0/1aTaKa, Kao U 3a NPUKYIUbAaEe, 9yBake, aHAIN3Y U U3BEIITaBae Hall JJIOTOBAHUM IOJAIMA
Kao OATOBOP HA HHIHJIEHTE, 3a GOPEH3UKY H YCKIahEeHOCT ca peryiaTHBOM.

Pememe Tpeba na ucnysu cnenehe KapakTepHCTHKE:

SIEM pememe Mopa Aa oMOoryhu LEHTPATHO YIIPaB/bamke CBUM KOMIIOHEHTaMa H
aZIMMHUCTpPaTUBHE QYHKIIH]E ca jeHOr web GasupaHor KOpUCHIYKOT HHTepbejca.
AZIMHHHCTpPATOp MOpa Jia ©Ma MOryhHOCT 3a Kpenpame role-based npucryna cucremy
Ha HUBOY Haz3upaHor ypehaja, rpyne ypehaja unu mpexsor oncera. OBo ykibydyje u
CTaB/balb€ OrpaHH4YeHha KOPHUCHHIMMA Ja MOTY Ja MpPUCTYIE CaMO OHHM
uHGOpMaNKjaMa caMO Ca OHMX CHCTEMA KOjH NpHIajajy oApeheHuM rpynama, rpymu
ypehaja uiu MpexxHoM oricery.

AMHUHHCTpPaTOp MOpa na uma MoryhHocT neduHMcarsa IpaBa NPUCTYTIAa Pa3HUM
bynkiuoHanHUM fenoBUMa pemema. OBO yK/bydyje M MOTYHHOCT CTaBbama
OTPaHMY€H-a KOPHCHHYKOM IPHCTYIy Ha oApeheHe dyHKmHje Koje HHCY y omcery
KODUCHUKY JOJe/b€HE polle, YyK/bydyjyhH, and He OrpaHHYeHO caMO Ha,
aJIMHHUCTpALA]y, U3BELITaBAE, GUITPHpamke norahaja, Kopenauujy, u/umm Iperies
dashboard-a.
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e Pememe Mopa Ja nmoapkasa autodiscovery asset-a KOjH ce IITUTE WK HAA3HUPY.

e Pememe MOpa Ja MOApIKaBa ayTOMaTcKo KiIacu(puKoBame asset-a.

e Pememe Mopa ga noipxaea opsajame oapehenux dashboard on kopucHuukor
uaTepdejca y uuspy ynorpede y SOC unu NOC okpyxemuma.

e Pememe Mopa Ia MOAPKH CHOCOOHOCT MoAM(HKAaLUje KOMYHHKAIMOHHX TIOPTOBA
n3mehy koMroHeHara.

e Pememe Mopa na omoryhu otBoper API 3a npuctyn nojanuma y 6a3u nojaraka.

e Pememe Mopa 1a oMoryhu eHKpunujy KoMyHuKanuje u3mely koMmnoneHnara.

e Pememe Mopa na ce wuHrerpume ca 3rd party directory cuctemMuma y LHIBY
ayreHTH(QHKAIHje KOpPUCHMKA. MHHUMAaNHH CKyIl TOApPXKAHHX CHCTEMa 32
ayreHTHUKanH)y yKibyuyje: Tacacs, LDAP i Active Directory.

e Pemere Mopa 1a oMoryhu Jiajbe muperme 1 UHTerpauujy ca 3rd party pelemuma.

e Pememe Mopa fa Oyze jeaAHocTaBHO 3a Kopuitheme. JennocraBHa ynorpeba peremna je
KpUTHYHa 3a ycnemno yBohemwe SIEM cucrema y oKpykeme U CBaKOJHEBHY ynoTpeby
Koja obyxBara auto-discovery, Out of the Box moapxapame Benuxor 6poja npasunia
KOja IepUHHINY HEKH HHITUIEHT, H3BEIITABAbE. . .

e Pememe mopa ma nonpxasa web Oasmpan GUI 3a ynpaBmame, aHamu3zy wu
H3BEITaBaKbE.

e Pememe Mopa na moapxu high availability 3axTeBe Ha WHTerpucan HaywH M Oe3
ymotpebe momatHor 3rd party codpTrepa

e Pememe Mopa na uMa MoryhHocT ayromarckor backup-a.

e Pemerme Mopa fa uMa ayromarcke uuTepHe health check koje o6aBemrraBajy kopucnuka
Kana aobe mo npobiema.

e Pememe Mopa 1a ©Ma MOTYRHOCT Kpeuparba, u3MeHe U npriarohasama dashboard-a aa
Ou ce 3aJ0BOJBHIIH CHENUGUYHH 3aXTEBH PA3IHYUTUX KOPHCHHUKA CUCTEMA.

e Pemmeme Mopa na caapxu out of the box sume pasaux dashboard-a (unp. 3a ynpasmame
npeTmama, compliance management, uTx.).

e Pememe Tpeba na canpxu npunaromenee dashboard widget-e xoju KopucHHIEMA
cucrema TIpuKasyjy penesaHTHe security uHdopmarmje (ump. Ilpernex morabaja,
nperiel MpeXHe akTHBHOCTH, TIperie]] HHIUACHaTa UT/L. ).

e Pememe Mopa na caapxu 6a3y nojaraka ca CBUM asset-HMa OTKPHBEHHM y MPEKH.
llopaun o asset-uma mMopajy /Jia cajipke GuTHE nojaTke o asset-y Koje cy mobujene ox
IpUKYIUbeHuX forahaja. (Hrp. Mpexnux nogaraka, vulnerability nogaraka, utn.). basa
nojiaTaka Mopa /ia oMoryhu axypupare arpubyTa KOjH ce HE MOTY NPHUKYIHATH (HIIp.
Opespene, nokaumja, uta.). KopucHuk Mopa ma mMa MoryhHocr mpertpare Gase
1oJaTaKa.

e Pememe Tpeba ma Oyne ucnopydeno ca oaroeapajyhuM xapaBepoM 3a MOApIIKY
TpaXeHUX (YHKIMOHATHOCTH, y3 HaKHaJHy MoryhHOCT Tpancdepa pemema Ha
BUPTYaJIHy HHQPACTPYKTYpPy

e SIEM pememe Tpeda fa uMa noapmky 3a 6ap 500 EPS-osa

e SIEM pememe Tpebda j1a uma nmoapmky 3a 15K flow-a

e Pememe Mopa 11a iMa MOTYRHOCT jeHOCTaBHOT IIpoIIMpersa fa 6u moapxano pactyhe
3axTeBe. Pememe Tpeba na 6yne npommpuso g0 Kananuera oa muauMmym 5000 EPS u
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200K flow-a. ITpommprBame cucrema Tpeba na Oyne caMo Kpo3 JOJaBame HOBUX
NUIeHnH, 6e3 noTpede 3aMeHe CaMor pellickba.

Pememe Tpeba na canpky AMCTpuOyupaHy 0asy mojaTaka 3a 4yyBame IM0JaTaka o
MPEXKHOj AKTUBHOCTH KOjHMa Ce MOXE MIPUCTYIUTH MPEKO jeANHCTBEHOT KOPHCHUYKOT
unTepdejca.

Pemere Mopa 1a oMOTryhy HHTETPUTET NPUKYIIJBEHHX MOJATaKa.

Pememe MOpa J1a caJipyKil HHTYUTHBHE MEXaHU3Me 32 HCTPaXUBAEbE NPodIeMa Kao IITo
Cy mpoakTHBHA aapMupama, command line cmocobHOCTH, UTA.

Pemieme Tpeba a moapKu AUCTpuOyHpaH MoJen Kopenanuje Koju yKibydyje 6pojade,
CEKBEHIIE, aHAIM3Y UJICHTUTETA, UT/., KOJU Jee CBU KOJEKTOPH. (HIIp. 25 HEYCIEMHUX
NpHjaBJbUBaba Ca UCTHM KOPHCHHYKHM HMEHOM HAKOH 4Yera ClIeJd jeQHO YCIELIHO
IpHjaBJbHBAE Ca HCTUM KOPHCHUYKMM UMEHOM, IIPU YeMy Cy TH Jorahaju IpuMJbeHH
ca pa3IMYMTUX KOJIeKTopa, Tpeda 1a HalpaBH yI030peHe).

Peurerse Mopa aa oMoryhd KOpPHCHHKY Aa JeGHHHIIE HOBE crelu(HuYHEe O3HAKE 3a
norabaje.

Pememe Tpeba na omoryhu TpaHCIApEeHTHO Ipey3HMarme, arperauujy, COpTHpAmsE,
GbunTpUpame 1 aHaJIH3y I0/IaTaKa Ha CBUM JUCTPHOYHpPaHUM KOMIIOHEHTAMA.
Pememe Mopa Ja MMa apXUTEKTYpy HPHKYIUbama JIOTOBA M ApPXHUBHPAEkE KOje
moapXaBa KpaTkopo4Ho (online) u ayropogso (offline) cknagumremse morahaja.
Pemewse Mopa Ja nojip)kaBa IPUKYILbake MOaTaka ca IPOU3BOJEHUX pEllemha Koje
HHCY JUPEKTHO MOJP)KaHU Ha CHCTEMY

Pememe mopa ma mpyxu MoryhHocT 3a edHKAacHO CKIAAMIITEH:E [TOJaTaka Kao H
KOMITPECHjy TMPHKYIIJEHUX TMOoaTaKa.

Pememe mopa na moapXu MeTojie NPHKYIUbamha JIOroBa YHjH MHUHHMAIHH CET
noapasymena syslog, WMI, ALE, JDBC u SNMP.

Pememse Mopa /la ofipxkaBa AyroTpajHH MPHCTYII JeTa/bHAM CUTYPHOCHUM JoTabhajuma
U TOKY MpEeXHMX noaaraka. CucTeM Mopa Ha MOAPXKH NPHCTYN HajMame 6 Mecenu
neTa/bHUM HHpOpMannjama.

Pememe Mopa na Hopmanusyje ommTa nosba gorahaja (Tj. username, IP aapeca,
hostname, log source device uT/) pa3sTHUUTUX ypehaja y MyJITH-BEHIOP MPEXKH.
Pememe Mopa 1a 06e36e1u 3ajeIHHYKY TAKCOHOMHM]Y Jiorahaja.

Pemermse Mopa na o00e3bemm MoryhHOCT 3a  CKIaAUINTERE/UyBame  Kako
HOPMAaJIM30BaHOT TaKO M OPUTHHAIHOT H3BOPHOT JIOT (popmara morahaja 3a hopensnuke
CBpXe.

Pememse Tpeba na 06e3bean moryhHocT na Hopmanm3syje M arperupa mosba jgorahaja
KO0ja HUCY IpencTaBibeHa out-of-the-box HopMaiu3oBauum nospUMa.

Peweme mopa na o6e36enu ananusy porahaja y NpHOIMIXKHO peaTHOM BPEMERY.
Pewrerse Mopa na 00e30e1u aHanu3y norahaja y 1yropoyHOM MaHUDY.

Pemmeme Mopa na o6e3bemu moryhHocT na ce arpermpajy amanmuse morahaja mo
KOPMCHHUYKOM (unrepy.

Pewese Mopa n1a 06e36eau netaibHyjy aHaqu3y gorahaja Kazja je To moTpe6GHo.
Pememe Mmopa na o0e3benn real-time cTpeaMuHr mperjiien Koju HMMa MOTIYHE
(GUITEpHHT KapaKTEPHCTHKE.
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Pememe Mopa a 06e36enu u3BelITaBame 3a cBe cTaBke goctynHe u3z GUI-a.

Pememe Mopa ma obe3bemu mojiecB reporting engine 3a mojeniaBame KpUTEpHjyMa
H3BEIITaja.

Pemerme Mopa Ja IoJpKaBa 3aKa3uBambe U3BEIITaja.

Pememe Mopa na o6e30enu 1mabioHe 3a jeITHOCTABHO KPEeUparhe W3BEIITaja Ha BUILIE
HHBOA HaMEeHE PA3IMYUTHM KOPUCHULIAMA.

Pememe Mopa ma obOe3bemm out-of-the-box wu3BemTaje 3a TUNMYHE MOCIOBHE H
onepaTHBHE MpoOIIEME.

Pememe Mopa nma ob6e3bemu out-of-the-box wu3Bemrraje 3a crmenmbuune npomwmce,
muaauManHo 3a PCI, SOX u FISMA.

Pememe Mopa na 06e36emm ‘Dashboard’ 3a 6p3o youyaBame CHIYPHOCHHX U MPEXHHX
uHpopmaryja.

Pememe Mopa [1a moApKaBa ayTOMATCKO ClIakhe H3BEILTaja.

Pememe Mopa moapkaBa HCTOPH]Y H3BEINTaja.

Pememe Mopa na 06e3benu cname ynosopema (alerta) koje ce 3acHHMBa Ha yOYEHO]
Ge36enHOCHO] peTHU Ha ypehajuma Koju ce Haxzupy.

Pememe mMopa na ob6e3benu MoryhHocT Kopenaunmje ypehaja xoju cy moTeHumjanHo
Pa3IHYUTH.

Pememe Mopa 1a 06e36eu ciame alerta y ciiydajy yodeHUX aHOMAJIMja MIIM POMEHA
MOHaIama y MPe)XH HJIA TOKOBHMA [10/[aTaKa.

Pemerme mMopa a 06e3benu alerting Ha ocHOBY yTBpheHe monuce (Ha npumep, IM
caobpahaj Huje 103BOJBEH)

Pememe Mopa na nma texuscke gakrope 3a alerte koju 06e36elyjy npuoputusanujy.
Texuna (weight) Tpeba n1a ce no/iesbyje Ha OCHOBY BHINECTPYKHX KapaKTEPHCTHKA Kao
IITO j& TN aseta, MPOTOKOJ, alTHKaLMja, T/,

Pemewe Tpeba ma mma MoryhHoCT cnama alerta JpyruM MEHAaIMEHT CHCTEMUMA
Kopuctehy pa3IHUNTe IPOKOJIE U MEXAHU3ME.

Pemerse TpeGa 1a MMa MOTyRHOCT Jla c€ MUHMMHM3HPabE JIKHO MO3UTHBHUX alapMa i
00e30ehuBame TauHUX pe3ynTaTa BpIIM KpO3 KOPHCHHYKH HHTepdejc Jak 3a
kopumrherme (kao wizard).

Pemerme MOpa 112 OrpaHUyM BUILECTPYKO NMPHKa3UBame CIMYHUX (McTHX) alerta.
Pememe mopa na o6e36enn moryhHocT ma ce mpemysme akimja mo npujemy alerta
(peLKMO a ce MOKPEHE CKPHIITA HIIH [OIIAIBE MEjIT).

Pememe Tpeba na moxpxasa kopenanujy mpema 3rd party usBopuma 6e3benmoctu
mofaraka (Ha mpuMep reorpacko Mammpame, [O3HaTe HelpHjaTesbeke” Mpexe,
HTA...). OB H3BOpH Tpeba Ja MOTY Jla ce ayTOMAaTCKH &KypHpajy Kpo3 CHCTEM.
Pemerbe MoOpa fga umMa cnocoGHOCT Kopenauuje mpema pesyiaratuma 3rd party
vulnerability ckenupama.

Pewerse Mopa 11a mpaTh 1 00aBecTH Kaja IOCTOjU NPEKU] y TIPHKYILbAkby JOroBa ca
Hekor ypebaja. Jlpyrum pedmma, ako ce JIOTOBH Ca HaJI3UPAHOT CepBEpa He BHZE
onpebenu 6poj MUHYyTa, reHepuine ce alert,

Pememe mopa na npukaxe nmpodune caobpahaja (y GajToBuma, makeruma, 6pojy
XOCTOBA) ¥ TO 3a alUIMKallKje, TIOPTOBE, IPOTOKOIE, MPETHE U CBAKY TAYKY y MPEXH
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Koja ce Ham3upe. CBH OBH IpHKa3sH MOpajy Aa IOApXKaBajy crenubuyaH H3BEINTa]
npeMa JIOKaIWju y MpeXxH (HIIp MOr'y Jia IIpUKa3syjy HHopMallyje o jeHOj IOKallHjH,
1€J10] MPEXKH WM TOATPYIIH HIIH XOCTY).

Pemere Mopa fa moapXku neduHucame annukanyja o MpoTokKoay u mopty. Mopa
OuTH ToApKaHa uAeHTH(HUKAIWja alUTAKalFja 0 TTIOPTOBHMA Koju Hucy well-known,
Kao ¥ TYHEJIOBae aluTiKaIyja 1o ApyruMm noprosuma (Ha npumep HTTP xao npenoce
MS-Instant Messenger-a Tpeba 1a ce ieTextyje kao Instant messenger, a He kao HTTP).
Pememe Tpeba ia netextyje “zero-day” event-e.

Pemere MOpa IMHAMMYKY Ja “y4u’” NpaBujIa MOHAIAKkA U /1a IPUKaXKe IPOMEHE OHAKO
KaKo ce I10jaBJbyjy.

Pememe mMopa ja nerektyje DoS (denial-of-service) u nquctpubyupane DoS nanage.
Pememe Mopa J1a IeTeKTyje u npukaxe uirnes caobpahaja Koju ce OTHOCH Ha MPETHE
npuMelieHe y MpexH.

Pememe Mopa aa npodunuine caobpahaj mo TCP u UDP moprosuma.

Pememe Mopa na moapxu npodunicame caodpahaja y Be3u ca JIOTHUKAM IH3ajHOM
mpexe (Ha mpumep Subnet/CIDR).

Pememe mopa na maeHTudHKyje caobpahaj ca ammukanuja Koje Cy MOTEHIIHjalHO
pusuune (Ha npumep file sharing, peer-to-peer, uta.).

Pememe Mopa na npukaxe npoguie caodpahaja mpema KOJIHYHHH ITAKETA.

Pememe Mopa Ja npoduirine u npuKasyje HHpopMaImje y BUIE BPEMEHCKHX OKBUpa
(Ha HEIeJbHOM, THEBHOM M CAaTHOM HHBOY).

Pememe Tpeba ma mpoduimine KOMyHHKAlH]y KOja NOTHYE WIH je HAMEHEHa 3a
HHTEPHET 110 reorpad)CKOM PEruoHy Y pealHOM BPEMEHY.

Pememe Mopa na kperpa npoduie Koju ce jacHO pa3iuKyjy u MeljycoGHo cy He3aBHCHH
3a toxanHu caobpahaj u 3a cniosbHM caobpahiaj.

Pememe Mmopa na omoryhu KOpucHHKY Nla Kpeupa npoduite u nprkase kopuctehu 6umo
Kojy ocobuny flowa, jiora uiu u3Bopa nonaraka uinu Beh npodumcanor caobpahaja.
Pememe Mopa fa moapixu npodunucame caobpahaja Ha IP agpecu u oncery IP agpeca
wm rpynu IP anpeca, socket-y, mapy source i destination IP port-a.

Pemierse Mopa na MOAPXHM KONEKIH)Yy M aHAIN3y MOJaTaka KOjU CY CHHUMJbEHH
(captured).

Pememe Mopa na omoryhn nosesnmBame aKTHBHOCTH alUIMKAalMje Ha MPEXH ca
6e3b6enHoCcTHM norahajuma Ha Hag3upaHoM ypehajy.

Pemewe mMopa jga o6e3benu nmoBe3uBame NMPHjaBbEHUX CHIYPHOCHHX norabaja ca
3HAKEM O TOME KOjH asset-U ¢y noroheHy.

Pememe mMopa na o6e36enu MOryhHOCT 1a ayTOMAaTCKM OApEIM BUCHHY NPHOPUTETA
CHTYPHOCHOT Jioraljaja y 3aBHCHOCTH O] BA)KHOCTH IMJBAHOT asset-a.

Pememe Mopa na 06e36enu MOryRHOCT olemHBara MOY3AaHOCTH (KpeaubuiurTeTa)
HaJ3UpaHor CUTYPHOCHOT ypehaja.

Pememe mopa na ofe3bemu mpermex morahaja y peaHOM BpeMeHy Kako y
CHPOBOM/OPUTHHAIIHOM TaKo U y obpahieHom/aHanu3upanom Gpopmary.

Pememe Mmopa fa moapxu onpemy Belinx mpoussohaua out of the box.
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Pemerme Mopa J1a moapkaBa CKynsbame HHpopmanuja ca Microsoft cepsepa u cucrema
KpajlUX KOPHUCHHUKA.

Pememe Mopa ga mojpaBa CKymbame MHQopMmanuja ca Linux/Unix cepBepa u
CHCTEMa KpajElUX KOPUCHHKA.

Pemerse Mopa Jia oAp KaBa IpUKyIJbake HHOopMal#ja U3 enterprise 6asa nojaraka.
Pememe MoOpa JAa MoAp)KaBa IPUKYIUbake HHGMOpMalKja ca KOMEPIUHjaTHHX
ammkanuja (amp. SAP, Web, uta.).

Pememe Mopa ja moapxapa I1ojaTke NpukynjbeHe ca Data Leak Protection (DLP)
Security peinema.

Pememe Mopa Hxa nojpxkaBa uH(opMmanuje NPHKYIUbEHE 0X in-house W custom
aruIdKaIyja.

Pememe Mopa na moxapxkasa wuH(opManuje cakymubeHe on Identity and Access
Management Security software and tools (IAM).

Pememe Mopa na noapxu uHpopmanunje npukymbene o Directoriy (amp. AD, LDAP)
IIPOM3BOMA.

Pememe Mopa Ja mozapxasa uH@popmauuje npukymnbeHe on Network flows (ump.
Netflow Bep3uje 1,5,7 u 9, J-Flow, S-Flow utxa.).

Pememe Tpeba na noxpxasa uHGopManyje NPUKYTIJbeHE 01 BOAEhUX HHIYCTPUjCKHUX
vulnerability cxenepa. Mopajy 6utu moxpxanu Oapem: Qualys, Rapid 7 Nexpose,
Nessus, NMAP i McAfee Foundscan.

Pemierse Tpeba J1a ce y MOTIYHOCTH, TBOCMEPHO HHTETPHIIE Ca PELICHEM 3a 3alITUTY
6asa noaaraka Kpo3 GpokepcKy KOMIIOHEHTY MCTOr Ipou3Bohaya. Mnrerpanuja Tpeba
Jia OMOTyhu MOJIpIIKY 32 NPUKYIUbamke Aorahaja U ynosoperma ca penierma 3a 3alTHTY
Gaza mojaraka y jeIHOM CMepy ¥ ayToMarcKy MOryhHOCT HpeKkuja KOHeKIHje
KOPHCHHYKE pajiHe cTaHuie ca 6a3oM mogaTtaka (kao (yHKIMOHAIHOCT pemema 3a
samruty 6asa noxaraka) ykonuko SIEM pememe no onpehenom npasuity yrepau a je
pajiHa cTaHuIa Ha U0 KOjH HauMH KoMnpoMuToBaHa. OBa GyHKUHOHAIHOCT Tpeba 1a
je omoryheHa Kpo3 KOMIOHEHTe camor mnpom3Bohaua Ge3 moTpebe 3a J0OqaTHHM
npunarohasamuma. bpokepcka kxommoHeHTa Tpeba na Oyme obesbehena kao feo
pelemba.

HHTeraHHOHH 3aXTeBH:

Y ummby nosehama CHIypHOCTH cHCTeMa MOTPeOHO je TpakeHe eJeMeHTe
HHTErpucaT y jenuHcrBeHy meanny. Kaxo 6u ce omoryhuno mro Go/bH cremen
HHTerpauuje u m3berna cuiaousaumja, ciexeha pemema Tpeba na cy ox meror
npousBohaua:

- CucreM 3a HHTETpaUHjy H KopeIalujy JIOroBa ca JeTeKIHjoM NpeTHH
- Pememe 3a 3amTuTy 6a3a nogaraxka

Ilopen Tora, cBa TpH pemena NOTPe6HO je MHCTANMPATH M KOHPUIYPHCATH HA
jennoj xapasepckoj nuaTdopmMu Koja Mopa OGHTH cacraBHM Aeo moHyhenor
pemema ca ciaeaehnm kapaktepucrukama
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ANPEKTOPRAT
LIMBUNHO!
BA3AYXOMNOBCTBA

PENYBIVKE CPBWIE

e Kyhumre: Rack xyhumrte Bucune 2U, ca morpebHOM ompemMoM 3a yrpaaHmy y

Rack

Hanajame: 2x hot plug, Platinum, mun. 800W

Ilpomecop: 2x Intel Xeon E5-2620v3

Memopuja: 64GB DDR4 Registered DIMM, mun. 24 memopHjcka ciota

Xapa muckoBu: 4x 4TB SATA hot plug 3.5%; 2x 1TB SATA hot plug 3.5

Panjx xourpoaep: RAID 0, 1, 10, 5, 50, 6, 60 ; 12Gb/s SAS, 6Gb/s SATA, 4GB flash

backed write cache modul

Mpe:xan koHTpoJep: 4x 1Gb LAN

e Ocrano: 3aceban menaxkMeHT nopt, Sx USB 3.0, VGA, hot plug BenTuiaropn 3a
xnabheme

4. Ycayra mHcTananuje H KoHurypamuje nonyheHux pemema mo
3axXTeBy HApy4HOLa H H3paja JOKYMEHTA H3BEeACHOr CTamba.

S. Ilonyhau je ny:kaH Aa opraHu3yje KOPHCHHYKY O0YKY 32 OCHOBHO
ynpas/bame NoHyhennm peiemuMa y Tpajamy ox 5 paguux nana 3a 3
NoJIa3HHUKA.

6. 'apaHuuja U moJgpmKa:

Cse xoMmmoHeHTe cucTeMa Tpeba fa yK/byde rapaHLujy, Ipoussohauky MoApIIKy m
noTpebHe cepBHce Ha nepuox oj 1 (jemuHe) roause.
ITotpebHo je 06e30e1uTh U CTPYYHY CEPBHCHY MOAPIIKY 3a CBE €IEMEHTE CHCTEMA OJf CTpaHe
ucnopyunona ca SLA napamerpuma 8x5xNBD.

[Moapmixa moapa3ymena:

- MoryhHOCT IpHjaBe W OTBapara CEPBUCHOT Cilyyaja TenedoHoM uin email-om 8x5 (5
pajHUX JlaHa y HeJleJbH, 8 paJIHuX caTH AHEBHO)
- YCIYTY yAaJ/b€HE TEXHUYKE MOJIPIIKE:

© TenedOHCKY NOAPIIKY M AETEKIHMjy MpobieMa yAa/beHuM IPUCTYIIOM MPEKH
Kopuchauxka.

o komynukaimujy ca TAC-oM mpousBohaua ompemMe H NpOHATAKEHE
IPUBPEMEHHX/TPAJHUX PELICHa 3a OTKIIabambhe MpobieMa.

o AcucTeHuuja y NpHMEHH NPHUBPEMEHOI/TPajHOT pemema 6e3 M3nacka Ha
JIOKalMjy KOPHCHUKA

o Amnanu3a rpemniaka 4 anapMHUX TOpyKa

- Ycnyry TexHHYKe MOJpIIKE Ha jtokauju Hapyuuona:

o OmnopaBak GYHKUHOHATHOCTH MpeXe Yy HpeIBHEHOM BPEMEHCKOM DOKY Y
ckinany ca SLA napamerpuMa. YKONHMKO je ONOpaBaK W3BPIIEH IPHBPEMEHHM
pelemeM, rapantyje ce omnopasak MuH 70% QYHIHOHAIHOCTH MpEXHHX
CepBHca.

o IlpumeHa MpUBPEMEHOI/TPajHOT pelIerha Ha Jlokanuju Hapyunona

o Upgrade SW ypebaja ce Bpmu camo ako je TO HEONXOMHO 3a ONOpaBaK
GYHKIIHOHATHOCTH
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LIMBUIHOT
BAZOYXOMNOBCTEA

PEMNYBINUKE CPBWMIE

Munamanau SLA napamerpu Koje Tpeda 3a10BOJBHTH CY:

[Tapametpu Bpeme Bpeme

B Bpeme onopaBka .
ITpuopurer i il HENS bppuns 1R P CEPBHCHOT

npujeMa
3aXTeBa

IT1 Kputuyaa  |1h 2h 24 cata < 14 nana
[12 O36uman 1h 2h 48 catu <14 nana
I13 Husax 1h 24h 7 naHa <15 nana
114 Help Desk  [4h 48h - <15 pana

Pox 3a nenmopyky onpeme u codraepa je 60 naHa off 1aHa TOTHCHBAMA YTOBOPA.

Pok 32 nHcTaIanujy U koH(purypauujy nonyhenux pemema je 20 nana o 1aHa IHCMEHOT
3axTeBa Hapy4YHoIla.
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LUMBMNHOGE

BAZOYXONMNOBCTBA
PEMNYRINVKE CPEWIE

15. OBPA3AILl CTPYKTYPE IIEHE

V cknany ca umanoM 12. IlpaBuinHuka o 00aBe3HMM €JIEeMEHTHMa KOHKYpPCHE
IOKYMEHTaIlFj€ y MOCTYNIMMA jJaBHUX Ha0aBllM M HAYMHY JOKa3MBarba HCIYHH-CHOCTH YCIIOBa,

nonyhau N0CTaB/ba CTPYKTYPY II€HE y HOCTYNKY

jaBHe Ha0aBKe m0oOpa — CHCTEM 3a 3alUTUTY AIUIMKATHBHUX cepBepa M 0asa mojaraka u
YCIIOCTaBJ/bambe CUCTEMA 3AIITHTE IIPH MHTErpalfjamMa ca €eKCTEPHUM CHCTeMHMa, peiHu 6poj

4/2017, xaxo cieau y Tabenu:

Penn
" Ommic Llena 6e3 IT/IB Ilena ca I11B
6poj
1 Pemierse 3a 3amruty 6aza
nojaTaKka
2 Peweme 3a 3amruty Web
aruIdKanuja
CucteMm 3a uHTErpanujy u
3 KOpeJalujy Jorosa ca AeTEeKIHjoM
OPETHH
4 Hncrananuje u kondurypaimje
noHyheHuX pelema
Kopucrauuka 00yky 3a OCHOBHO
5 yIipaBJbamke NOHYheHUM
pelemuMa
6 ["apannuja u moapmka
YkynHo guHapa 6e3 I1]IB
VYkynHo nuHapa ca I[TJ[B

[Tonyna Baxxu 60 naHa moyes O OTBapamba MOHYIE.

IleHa je dukcHa U U3paXKeHA y TUHAPHMA.

Hatym MLII. [Tonyhau
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16. MOJIEJI BAHKAPCKE TAPAHIIUJE 3A O3bM/bHOCT INIOHYJIE
Beorpan, . .2017. rogune
Kopucauk: Jlupekropar UBIIHOT Ba3ayxomioBcTa Peny6nuke CpOuje, ymuna Ckagapeka 23

u 23/1, Beorpan

Hanoroxagsar: (Vuemu ume nonyhaua)

C ob3upom je (Yuemu ume nouyhaua) (y nameMm TeKCTy:
HaJIOT0/1aBall) JOCTABHO IOHYAY 3a jaBHY HabaBKy /100pa — CHCTEM 3a 3alUTUTY allJIMKATHBHUX
cepBepa u 0a3a mofaTaka M YCIOCTaB/bale€ CHCTEMa 3alITHTE [PU HHTErpaldjamMa ca
eKCTepHHM cucTeMuMa y JlupekTopaTy LUBHIHOr BasayxomloBcTBa Penybimuke Cpbuje,
ymana Cxamapeka 23 u 23/1, Beorpan (y najbeM TEKCTy: KOPHCHHK), 6poj jaBHe HabaBke
4/2017.

Cxopno ycnoBuMa U3 KoHKypeHe nokymerauuje JH 6poj 4/2017 namoronasary ce o6aBesao sa

JIOCTaBH KOPHCHUKY TapaHIHjy 3a 030HJBHOCT MOHYAE Y U3HOCY OX (5%
0/1 BPeIHOCTH MOHY/Ie) AuHapa.
Ha 3axteB Hajoroaasua, Mu (Vuemu ume banxe zapanma),

U3/[ajeMO OBY HEOIO3MBY, G€3yC/IOBHY, HAIIATHBY Ha NPBH HO3UB  6e3 mpasa Ha NPUTOBOP,
rapaijy, kojom Bam rapantyjemo ia hemo u3BpmuTH miahame y Bamry KOPUCT 0 YKYITHOT
MaKCHMaJHOT H3HOCA O

PCH1 5% oxa BpeanocTH moHyae (CIoBUMa: )

IO MIPHjeMy BallleT NPBOT I03UBa Y MKCaHOj GOPMH U Ballle MHCaHe H3jaBe y KOjoj Ce HABOMH:

1. Tlonybau (manoronasan 3a M3jaBame rapaHilMje) U3MEHMO HIIH OIO3Ba0 MOHYDy 3a
BpeMe Tpajama BaXHOCTH IIOHyAe, Oe3 cariacHOCTH JlMpeKTopara IMBHIIHOT
BasayxomnoscTea Peny6nuke Cpbuje (KOpHCHWMKA rapaHiyje) Wiy,

2. Ilonyhau (Hanorojasail 3a U3/1aBae rapaHiyje), HaKo je yIO3HAT Ca YMECHHUIIOM 12 je
HeroBa MoHy/Ja npuxsahieHa ox crpade J[MpexTopaTa HUBHIHOI Ba3JyXOIUIOBCTBA
Penybimxe Cpbuje (kopucHUKa rapanimje) Kao HajIoBOJbHUjA ¥ TI03BAH JIa y POKY OJ
3 (TpH) naHa MOTHHMINE YrOBOP, UCTH HE MOTIHIIE Y O3HAYCHOM POKY MM ojbHje Ia
IOTIHMINIE YTOBOP, CXOJHO YCJIOBHUMA U3 TIOHY/IE MIIH;

3. Tlonyhau (Hanoroaasan 3a u3/iaBame rapaniiije) HHje yCIeo WiH je 0610 1a AOCTaBH
cpezncTBo prunaHCcHjcKor 06e36elerma 3a 106po u3BpIIEHE Noca.

['ope HaBeieHH [103UB U M3jaBa MOpajy OUTH OBepeHH Baium neyaToM 1 MOTIHCAHY O CTpaHe
onamhenor nuna Bamer npasHor nuna.

Pox BaxkHOCTH OBe rapaHumje je 60 (liesaeceT) aaHa o OTBapara MOHY/a, T¢ OBa rapaHIdja
BaXM ZI0 faTyma _ . .2017.roguse, Te CBM Ball¥ MO3MBH Ha HAIUIATY IO OBOj TAapaHIHMjH
MOpajy CTUhH 3aKJbYYHO Ca THM JaTyMOM.

Ha oBy rapaniujy ce npumemyjy onpende JenHoOpa3HuX MpaBuiia 3a rapaHINjy Ha MO3HB,
pesusuja 2010. roqune (URDG 758) Mehynapoare tproeuscke komope y Ilapu3y.

(Vuemu ume nonyhaua) (Yuemu ume 6anxe)

(Oozosopro nuye nonyhaya) (Oozosopro nuye 6anke)
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17. MOJAEJI BAHKAPCKE I'APAHITUJE 3A TOBPO U3BPUIEIGE ITOCJIA
beorpan, . .2017.roaune

Kopuchuk: JlupexTopar HUBUIHOT Basayxomiosersa Penybmuke Cpbuje, yin. Ckamapeka 23 u
23/1, beorpan

Hanoropxasai: (Vnemu ume nounyhaua)

C oO3upoMm ma cy (Yuemu ume nomyhaua) (y IajbeM TeKCTy:
Hanorogasai) 1 Jlupexkropar nuBUIHOr Ba3ayxoIioscTBa Penybmike Cpbuje, yi. Cxagapcka
23 u 23/1, Beorpaz, (y fa/keM TEKCTy: KOPHCHHK) 3aK/by4HJId YTOBOD 3a HabaBKy mobpa —
CHCTEM 3a 3alUTHTY AalUIMKATHUBHUX cepBepa U 0a3a mojaTaka M YCIIOCTABBAKE CHCTEMA
3allTHTE NP MHTErpalyjaMa ca eKCTEPHUM CHcTeMuMa (Y JaJbeM TEKCTY: YTOBOD).

Cxo/HO 3aKJ/by4€HOM YTOBOPY, a Y CKJIa/y ca yClIoBHMa U3 KOHKYpCcHe JokymeHTaruje JH 6poj
4/2017 ranoronaeau ce o6aBe3ao Aa JOCTaBY KOPHCHUKY rapaHIujy 3a 100p0 H3BPIIEH:E OCIa
y u3Hocy o _10% ox BpeHOCTH YIroBOpa JMHApA.

Ha 3axTeB HanoromaBma, MH (Yuemu ume FBauxe zapanma),
M3/1aJ€EMO OBY HEOINO3MBY, O€3yCIIOBHY, HAMIATHBY Ha IIPBH [103UB 1 €3 IIpaBa Ha IPUTOBOP,
rapaHiujy, kojom Bam rapantyjemo fa hemo u3BpmuTH miahame y Baury KOPUCT 0 yKYITHOT
MaKCHMAIHOT H3HOCA O

PCJI 10% oa BpeaHOoCTH YroBopa (CloBUMA: )

10 TIPYjEMY BalIer IIPBOT MO3KBa y MicaHoj GOopMHU K Ballle IHCAHE U3jaBe Y KOjOj C& HABOMH:
1. ma je mnonybau, Hamoroxasal rapaHuyje, (Vnemu ume
HaN0200a6ya) PEKPIIHO CBOjJy(€) obaBe3y(e) U3 3aKJbY4EeHOT YTOBOpA,
2. y xoMm mornexy je moHyhay, HamorojaBalm 3a H3/JaBame rapaHlyje,
(Vuemu ume nanozo0asya) u3BpLIKO MPEKPIIA].

"ope HaBe/ienu 03UB U M3jaBa MOpajy GUTH OBepeHH Balum rmevaToM u MOTIHCAHH O CTpaHe
osnamhenor nuna Bamer npasHor Juia.

Pox BaxHOCTH OBe rapaHudje je TOAMHY JaHa OJ [aHa NOTIMCHBAama YTOBOpa, Te OBa
rapaHiyja Baxu A0 nAaryma _ . .2018. romuue, Te CBHM Balll NO3WBH HA HAILIATY 1O OBOj
rapaHIyju Mopajy cTihy 3aKJ/by4YHO Ca TUM JaTYMOM.

Ha oBy rapanmujy ce npumemyjy oapeade JenHoOpa3HHX NpaBHiIa 3a TapaHIHM]y HA TO3WB,
pesusuja 2010. roqune (URDG 758) Mehynaposse Tprouscke komope y Ilapusy.

(Vnemu ume nonyhaua) (Vnemu ume 6anxe)

(Oozos60pHo nuye nouyhaua) (OozosopHo nuye banke)
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